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HIPPA Privacy Rules

The Health Insurance Portability and Accountability Act of 1996 (HIPAA -
1

Public Law 104-191) and the HIPAA Privacy Final Rule provides protection
for personal health information. The regulations became effective April 14,
2003. Affiliated Computer Services developed HIPAA Privacy Policies and
Procedures to ensure operations are in compliance with the legislative
mandate.

Protected health information (PHI) includes any health information whether
verbal, written, or electronic, that is created, received, or maintained by
Affiliated Computer Services. It is health care data, plus identifying
information that allows someone using the data to tie the medical
information to a particular person. PHI relates to the past, present, and
future physical or mental health of any individual or recipient; the provision
of health care to an individual; or the past, present, or future payment for
the provision of health care to an individual. Claims data, prior authorization
information, and attachments such as medical records and consent forms are
all PHI.

The Privacy Rule permits a covered entity to use and disclose PHI, within
certain limits and providing certain protections, for treatment, payment, and
health care operations activities. It also permits covered entities to disclose
PHI without authorization for certain public health and workers’
1compensation purposes, and other specifically identified activities.

1
45 CFR Parts 160 and 164, Standards for Privacy of Individually Identifiable Health
Information; Final Rule
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0.0 Introduction

The Commonwealth of Virginia’s Medicaid Web Portal is a web based system
that gives providers and their user organizations access to secured provider
services.

The Portal extends the business capabilities of Virginia providers by offering
user-friendly tools and resources. You will have access to the secured
interactive features of the portal including:

- Claims Status Inquiry

- Member Eligibility and Member Service Limits

- Service Authorization Log and Pharmacy Web PA Request

- Provider Payment History

In the near future new services will be added that will give you the following
capabilities:

- Automated Provider Enrollment

- Claim submission through the portal

- Ability to update demographic information such as address, phone numbers
and email addresses online

In order to take advantage of the Portal and its functions, users must be part
of the security structure.

For the sake of this document, a ‘user’ is defined as any person that will
access and use the Web Portal.

If at any time during the registration process you have questions or issues,

please contact the Affiliated Computer Services (ACS) Helpdesk toll free at
866-352-0496.
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0.1 Security Structure

The security structure of the Web Portal is provider centric versus user
centric, which you may have been familiar with previously.

Security access for the Web Portal is based upon a provider organization. A
‘provider organization’ is defined as either an individual billing or servicing
provider or group provider (and the user community in support of them).

The provider organization can be associated with either a NPI (National
Provider Identifier) or an API (Atypical Provider Identifier — assigned by the
Commonwealth of Virginia for providers that are not eligible for a NPI, such
as a transportation provider).

A unique User ID will need to be established for each provider organization a

user supports. Any users added to the organization will have the ability to
access services based on the role they are assigned.
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0.2 User Roles

There is a three-tiered security structure associated with each provider
organization. Additional roles will be provided as new services are added.

Primary Account Holder - A Primary Account Holder is the person who will
perform the initial web registration. He/she will establish the security needed
for the services accessed.

Each provider organization can have only one Primary Account Holder. To
change a Primary Account Holder, the Provider will need to notify Affiliated
Computer Services (ACS), in writing.

The Primary Account Holder can
e Establish Organization Administrators and/or Authorized Users for their
organization
Change roles for any user
Reset passwords for any user
Activate and/or deactivate any user
Unlock any User ID
Access to all secured provider functionality

Organization Administrator - An Organization Administrator is established
by the Primary Account Holder.

An Organization Administrator is not required for a provider organization -
some organizations may only have a Primary Account Holder and associated
Authorized Users. A provider organization can have one-to-many
Organization Administrators, if so desired. Organization Administrators tier
up to the Primary Account Holder.

The Organization Administrator has the following capabilities associated with
only Authorized Users:
e Can establish Authorized Users for their organization
Can change roles for any Authorized User
Can reset passwords for any Authorized User
Can activate and/or deactivate any Authorized User
Can unlock any Authorized User ID
Has access to all secured provider functionality

Authorized User - The Authorized User is responsible for performing
provider support functions.
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Authorized Users are not required for a provider organization, but an
organization can have one-to-many Authorized Users, if so desired.
Authorized Users tier up to the Organization Administrators.

The Authorized User has the following capabilities:

e Has access to all secured provider functionality

Within the provider organization’s security structure, the users within each
tier are accessible within the system to all users in the tiers above. All
Authorized Users can be accessed and user maintenance performed for them
by all Organization Administrators and the Primary Account Holder.

The following reflects the security structure for each provider organization.

Provider Organization's
Security Structure

i

Provider Organization
Individual or Group
NPT or API

-

5

Primary - Required
Account Holder & _ oniy ane per organization

e Je
Crrganization Crganization - Mot Required
Administrator Administrator - One-to-Many per organization

4 !

Authorized User Authorized User Authorized User Authorized User - Mot Required
- One-to-Many per organization
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0.3 Overall Registration Process

The Web Registration process for new provider organizations must be
completed by the Primary Account Holder.

The registration process involves the following three steps:
1. Establish a User ID, password and security profile
2. Initiate the authentication process
3. Complete identity authentication with the Security ID
generated and mailed to the provider

Step 1 - Establish a User ID, Password and Security Profile

As the Primary Account Holder you must first create a User ID and password
and answer three unique security questions which will enable you to access
the system if you forget your User ID or password

For more details, please see 2.3 Creating a User Profile or 2.6 Creating a
Security Profile.

Step 2 - Initiate the Authentication Process

The Primary Account Holder will request a Security ID by checking the
‘Request Security ID’ box in the quick links. The Security ID will be
generated and mailed to the provider. For more complete instructions, please
refer to 3.0 Requesting a Security ID.

While awaiting receipt of the Security ID, you may begin to establish your
user organization. To begin creating a user organization security structure,
please refer to 5.0 Establishing a User Organization.

Once the Security ID is applied, it will be associated with all users established
in your user organization.

Note: If you are associated with a provider not currently enrolled in the
Virginia Medicaid program, you will need to wait for the Provider Enrollment
Services to approve the application before requesting a Security ID.

Step 3 - Complete Identity Authentication with the Security ID

Upon receipt of the Security ID from the provider or group administrator, you
need to apply the Security ID. To apply the Security ID, you will select the
‘Apply Security ID’ quick link. Your security profile will be presented along
with the two fields associated with the Security ID. Enter the Security ID in
the appropriate field. For more complete instructions, please refer to section
4.0 Applying the Security ID.
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After the Security ID is applied, your user authentication will be complete.
Once authenticated, the Security ID will be associated to you as the Primary
Account Holder and any previously established users within your
organization. You or your designated Organizational Administrator may
continue to establish your user organization.

To begin creating a user organization security structure, please refer to 5.0
Establishing a User Organization.
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0.4 Users Converted from FHSC UAC

All active user records existing in First Health’s UAC have been converted
over to the Virginia Medicaid Web Portal’s user table.

There are two outreach efforts underway for converted users. Provider
organizations will either be contacted by the ACS Help Desk or letters will be
issued to the provider or group provider administrator detailing the converted
users associated with the provider. The letter details the converted User IDs
and temporary passwords associated with each user.

Outreach will begin in early June in enough time for existing FHSC users to
establish and/or validate their new provider organization security structure
prior to the FHSC portal switch to the new Medicaid Web Portal.

The new Virginia Medicaid Web Portal will be available for registration
verification purposes (only for those users previously registered on the First
Health Web Portal) starting June 1, 2010. The fully functional web portal will
be available starting June 28, 2010 at 7 A.M.

The FHSC web site will be available until June 27, 2010. During that time if
your password expires or needs to be reset, you can continue to change your
password or the FHSC Help Desk will continue to be able to reset passwords.

New users will no longer be able to register after May 25, 2010.

The new Virginia Medicaid Web Portal will have all of the functionality the
First Health Services Corp (FHSC) web portal contained. In the near future,
the Virginia Department of Medical Assistance Services (DMAS) will be rolling
out other exciting new features such as online claims data entry, online
provider enrollment application submission and online provider profile
updates.

An important difference to be aware of is where the FHSC web portal was
user centric, the new Virginia Medicaid Web Portal is provider centric. The
provider centric security will allow for the security level needed for the
today’s functionality but also for the added security needed for future
planned functionality.

With the current FHSC web portal functionality a single User ID can be used
for one to many associated providers (NPI). With the new Web Portal, each
provider organization (a single provider or group provider) will require a
unique User ID.

During the conversion process, if you were associated to multiple providers in
the UAC your User ID was made unique by the addition of a hyphen and a
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single digit number. For instance the UAC User ID ‘]JDoe’ associated with
three individual providers would now have ‘]JDoe’, ‘JDoe-1" and ‘JDoe-2".
Each of these User IDs will be uniquely associated with a single provider NPI.

User roles were converted as follows:

Each provider organization will have one (1) Primary Account Holder and one
to many Organization Administrator(s). Delegated and Local Administrators
in the UAC with managed users have been converted to Organization
Administrators in the new portal. If the provider organization had only one
Delegated (or Local) Administrator, that user has been converted to the
Primary Account Holder. If there were multiple DelAdmins for a provider
organization then the selection as to who is to be designated as the Primary
Account Holder will need to be made in writing.
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1.0 Web Portal Access

The new Virginia Medicaid Web Portal can be accessed through the following
link: www.virginiamedicaid.dmas.virginia.gov

May 16, 2010

CV. .. . | Home | Contact Us | Help
Vigunia

A Medicaid

Welcome VebAnnouncements

titzloome to the Virginia Web Portal, ACS hecame the Yirginia Medicaid Fiscal Agent on July 1, 2010, 0 provider Services Login to the system or
For log in or first time user registrafcion, please Praviders, and other interested parties are invited to take advantage of 8 Provider Resources reqgister by selecting your
00 to the "Login’ section to the far right. the infarmation provided on this site, £ ED1 Supnort role below:

8 Documentation 0 Froviders

B Fag © Internal Users

8 Web Registration Reference Material

£ DMAS Web Site

The Web Portal is available daily 24 x 7 with the exception of routine
maintenance which will be posted in advance.

The following sections will outline the basic functionality of the portal.
Note: Not all the portlets and tabs will be available for early registration on
June 1, 2010, only those in support of the registration process. All the

information that follows is applicable after ACS takes over as the fiscal agent
on June 28, 2010.
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1.1 Medicaid Web Portal - Home Page

The Commonwealth of Virginia Medicaid Web Portal’s home page contains
various portlets (sections within a portal page) and navigational tabs.

The Web Portal’s Home Page is reflected below:

May 16, 2010

CV | Home | Contact Us | Help
L’zgu’ua

Provider Services b | Provider Resources || EDI suppart b FAQ Navigation Tabs

Web Announcements

! will reflect any

. information for portal {

users such as portal \land othfer

maintenance, etc supporting
websites.

Login - for access
to registration and
secured provider
services

Welcorne to the Virginia Web Portal, Log in to the system or

register by salecting your

irginia Medicaid Fiscal Agent on July 1, 2010 PR SRR Ira:
For log in or first time user registration, please Providers, and uther’ ot pos Sroved btk taderes
9o to the 'Login' section to the far right. the information provided on this site,

) Documentation
O FaQ

€ wieb Registration Reference Material
© DMAS Web Site

1.1.1 Navigation Tabs
Provider Services - This tab provides access to the following:

e Provider Enrollment - access to provider enrollment applications for
downloading

e Provider Manuals - access to provider manuals, service center user
manuals, dental manuals and forms

e Medicaid Memos to Providers - Medicaid Memorandums from DMAS to
the provider community

e DMAS Provider Services - link to Provider Services on the Department
of Medical Assistance Services web site

¢ DMAS Pharmacy Services - link to Pharmacy Services on the
Department of Medical Assistance Services web site

Provider Resources - This tab provides access to the following:

e Provider Manuals - access to provider manuals, service center user
manuals, dental manuals and forms

e Provider Links - links to Center of Medicare and Medicaid Services,
DMAS and Virginia.gov websites

e Provider Training — access to the provider training library
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e Web Registration — access to Registration FAQ, a Registration Quick
Reference Guide, this Registration User’s Guide and access to the
Registration tutorial

e Automated Response System (ARS) - access to the ARS Users Guide,
ARS FAQ and ARS tutorials

e Search for Provider - link to Search for Provider on the Department of
Medical Assistance Services web site

EDI Support - This tab provides access to the following:

e EDI Companion Guides - links to the EDI companion guides for
support of EDI transactions

e EDI FAQ - Frequently Asked Questions on EDI transactions

e EDI Testing — Guidelines for EDI testing

e EDI Forms and Links — access to EDI forms and links

Documentation - This tab provides access to the following:

e Provider Forms — access to various forms in support of provider
services
e Paper Claim Forms - access to various claims forms for download

FAQ - This tab provides access to the following:

e ARS FAQ
e EDI FAQ
e Registration FAQ

1.1.2 Home Page Portlets - Web Announcements

Web Announcements - this portlet contains any information that is
applicable to all portal users such as maintenance down time, new policies,
etc

1.1.3 Home Page Portlets — Quick Links

Quick Links - this portlet list links to documents or websites that are
applicable to the audience viewing this portal page. Quick Links will be
located on various portal pages. For consistency and availability to common
information, the first five (5) links will always be the same as the navigation
tabs:

e Provider Services
Provider Resources
EDI Support
Documentation
FAQ
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In addition there are links that are applicable to that portal page.
For the Home Page, the additional quick links are the following:

e Web Registration Reference Material - access to Registration FAQ,
a Registration Quick Reference Guide, this Registration User’s Guide
and access to the Registration tutorial

e« DMAS Web Site - link to the website for the Department for Medical
Assistance Services

1.1.4 Home Page Portlets - Login
This portlet is used for logging in to the pages needed for secured login. The

login choice is based upon the user’s role. For registration and access to
secured provider functionality, select the ‘Provider’ role.
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1.2 Medicaid Web Portal — Provider Login Page

After selecting the ‘Provider’ role in the Web Portal Home Page, the provider
and the supporting user community are directed to the Provider Login Page.

The Provider Login Page is reflected below:

May 16, 2010

CV. W e | Home | Contact Us | Help
“Viagna

Medicaid

rovider Services b

Welcome - [ [l First Time User Registration Print| - 0 Existing User Login Print| - O

Welcome to the Virginia Medicaid Web | | By registering vou will be designated as the Primary Account © Provider Services To access secure areas of the portal, please log in
Portal, This page allows registered Holder for your organization, As the designated Primary © provider Resources by entering your User ID and Password,
provider arganizations to log in, If you | | Account Holder, you can add, delete or modify user access, © ED0I Suppart
need to register, vau can do sa by
clicking on the "Web Registration’ link Mew Primary Account Holder registrants must complete the © Dosumentation * User ID;
in the 'First Time User Registration' following steps: 0 faq
bz, 1, Establish a User ID, Password and security profile B weh Registration Reference Material * paceord:
2. Initiate the authentication process 0 DMAS b Site
If you have any issues with registering | | 3. Complete identity authentication with the Security ID Farant Lser 107
or lagaing in, please see the Web generated and mailed to the pravider drguLae Id?
Reqgistration Reference Material FargatRatsora?
(located through the Quick Links to the | | If you are not the Primary Account Holder for your organization
right) or contact the ACS Help Desk then you should not register, If your organization already has a m
(toll free) at 866-352-0496, Primary Account Halder, please see them for your User 1D and

Password to log in.

£ wieb Registration

There are three portlets on this page different from the Web Portal Home
Page.

e Welcome portlet

e First Time User Registration portlet

e Existing User Login portlet
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1.2.1 Welcome Portlet

The Welcome portlet is reflected below:

Welcome - O

welcome to the Wirginia Medicaid web
Partal, This page allows reqistered
provider organizations to lag in. If vou
need to register, you can do so by
clicking on the "web Reaqgistration' link
in the 'First Time User Registration’
box.

If you have any issues with registering
ar lagging in, please see the Weh
Reqgistration Reference Material
(located through the Quick Links to the
right) or contact the ACS Help Desk
(toll free) at 866-352-0496,

This portlet contains general instructions as well as mechanisms to handling
issues or questions:

¢ Web Registration Reference Material - from the quick links

e ACS Help Desk - toll free number

1.2.2 First Time User Registration Portlet

The First Time User Registration portlet is reflected below:

First Time User Registration Print| - O

By reqgistering vou will be designated as the Primary Account
Holder for vour arganization, As the designated Primmary
Acocount Holder, vou can add, delete or modify user access,

Mew Primary Account Holder registrants must complete the
following steps:

1. Establish a User ID, Password and security profile

2. Initiate the authentication process

3, Complete identity authentication with the Security ID
generated and mailed to the provider

If wvou are not the Primmary gccount Halder for your arganization
then vou should not reqgister, If vour organization already has a
Prirmary Account Holder, please see thermn for yvour User ID and
Password to lag in.

£ web Registration
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This portlet outlines the steps needed for completing the registration process.
Only the user designated as the Primary Account Holder should complete the
registration process.

Users that are not designated as the Primary Account Holder should contact
their Primary Account Holder or Organization Administrator for their User ID
and temporary password.

As the Primary Account Holder, not previously registered (or converted from
the UAC), you'd select ‘Web Registration’ link on this portlet.

1.2.3 Existing User Login Portlet

Once you have established your User and Security Profiles, you will have
access to the portal functionality for such things as requesting and applying a
Security ID or accessing secured provider services.

The Existing User Login portlet is reflected below:

Existing User Login Print | = O

To access secure areas of the portal, please log in
by entering your User ID and Password,

* User ID:I

* F‘asswnrd:l

Forgot User IDY
Forgot Passward?

This portlet is used for applying a registered user’s User ID and password.
Both are required fields (indicated with a red asterisk *) for the login
process.

User ID - this is the User ID created during the registration process when
establishing your User Profile (see section 2.3 Creating a User Profile).

Note: If a previous FHSC UAC user, your User ID will be the ID sent in a
letter to your Provider (or Administrator for a Group Provider).

Password - this is the Password created during the registration process
when establishing your User Profile.
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Note: If a previous FHSC UAC user, your password will be the temporary
password sent in a letter to your Provider (or Administrator for a Group
Provider).

Enter your User ID and Password and click ‘Submit’

The Forgot User ID and Forgot Password are addressed in further detail in
sections 2.5 Forgot User ID and 2.6 Forgot Password.
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1.3 Log Out

The log out functionality is available on
Log Out link is reflected below:

any secured web portal page. The

Cibgnie
Muar.iift:]air’.l,I

Service Authorization b|| Payment History

Quick Links

© Provider Services
@ Provider Resources

€ EDI Support

£ Documnentation

© Fag

€ DMAS Web Site

© Change Password

£ Change Security Profile
© ndd Users

@ iew/Edit Users

welcome to the Yirginia Medicaid Web
Portal. This page will let users access
secured provider services,

If you have any issues with the
functionality on this page, please see the
Autornated Response Systern (ARS)
Reference Material located at the Provider
Resources Quick Link (above) or contact
the ACS Help Desk (toll free) at 866-352-
0496,

May 16, 2010
| Homne | Contact Us | Help t

Logout capability is always
located in the upper right
hand corner of the web
Welcome to the Virginia DMAS Medicaid Web Portal page.

The Virginia Medicaid Web Portal extends the business capabilities of Virginia Medicaid
access to the secured interactive features of the portal including:

. ) d resources, You will have
If you are not logged in this

option is not available on the
page.

- Claims - Claims Status Inguiry

- Member - Member Eligibility and Member Service Limits

- Service Authorization - Service Authorization Log and Pharmacy Web PA Request

- Payment History - Provider Payments

Functionality coming in the near future:

- Automated Provider Enrollment - Enroll in the Medicaid program with an anline application and application status tracking

- Claims Direct Data Entry - Create claims templates and submit claims through the portal

- Provider Profile Maintenance - Update demographic information such as address, phone numbers and email addresses online

If you have any issues with functionality on this page, please see the Autornated Response Systern (ARS) Reference Material located at the Provider
Resources Quick Link {upper |eft) or contact the ACS Help Desk (toll free) at 866-352-0496.

If you are not logged in and are still on public pages, this link is not available
as it’s not applicable until you’'ve accessed secured portal pages.
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2.0 Registration Process

2.1 Who Can Register?

Only the user designated as the Primary Account Holder should complete the
registration process.

If you were a previous user on the FHSC Portal, the UAC has been converted
(see section 0.4 Users Converted from the FHSC UAC) and there is no need
to register. You can login and continue the process of completing your User
and Security Profile (see sections 2.3 Creating a User Profile and 2/4
Creating a Security Profile).

Users that are not designated as the Primary Account Holder should not
register and should contact their Primary Account Holder or Organization
Administrator for their User ID and temporary password.

2.2 Why Would I Need to Register?

In order to gain access to the secured provider functions such as member
eligibility and service limits, claims status inquiry, service authorization
inquiry and payment history, you will need to be a registered portal user. By
registering, requesting a Security ID and applying that Security ID, the
system has the mechanism to authenticate you as the Primary Account
Holder.

Once authenticated, you will be able to establish your provider organization.

Doing so will give all the users within your organization the access to secured
functionality, based on their specific role.
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2.3 Creating a User Profile

Once you've clicked on *‘Web Registration’ from the First Time User
Registration portlet (see section 1.2.2 First Time User Registration Portlet)
you will be directed to the User Profile.

Note: For converted FHSC UAC users, the first time you login (see section
1.2.3 Existing Users Login Portlet) you will also be routed to the User Profile
to complete any missing information.

The User Profile portal page is reflected below:

May 16, 2010

CV. i ‘ | Home | ContactUs | Help
Vg

L Wedicaid

Provider Setvices | Provider Resources ¥| EDI Support b DucumentatinnP

Web Registration i

To reqister, all required figlds must be completed, and optional fizlds are recommended | if applicable.

Providers

Proyidar ID(HPIAAPT) * Create User [D *EEIN

* Create Password *Re-type Password ¥ First Nare * ast Hame

il * Phane Number Eit * Preferred E-mal

[ [ [ |

Pravider ID(NPI/API): Provider 1D is not & required field at this paint; however, it will be necessary to complete the authentication process. It s recommended m
that your NPIFAPT be entered at this time,

User ID: Enter 6 - 16 characters, which can include hyphens, underscares or periods; can not contain spaces and can not start with special characters,

Password: Enter 2 minimum of & characters to include 3 of the follwing attributes (zlphabetical characters, nurmerical characters, combination of upper case and lower case letters or special
tharacters (1, §, 4, %))
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The User Profile is part of the registration process and contains the following
information. Any information that is required (noted with a red asterisk *)
will need to be supplied by you at the initial login. Any optional fields that
are known are recommended to be completed at this time as well.

Provider ID (NPI/API)
User ID *

NPI’'s FEIN

Password *

First Name *

Last Name *

Middle Initial

Phone Number *
Extension

Preferred email *

Provider ID (NPI/API) (optional) — Though this field is not a required field
at this point, in order to complete the authentication process your User ID
will need to be associated to an individual or group NPI (or API).

If the NPI (or API) is known at this time, it should be entered at this time.

In the case of an atypical provider, an API number might not yet be
assigned. The authentication process can not be completed until the NPI or
API is entered, but the User and Security Profiles can be established in the
interim.

Create User ID * (required) — You will need to establish a unique User ID
that will be associated with this individual or group provider.

The User ID must be a minimum of 6 characters and a maximum of 16
characters. It can include hyphens, underscores or periods. The User ID can
not start with special characters nor can it contain spaces.

FEIN (optional) - Enter the FEIN associated with the individual or group
provider

Create Password * (required) — Establish a password to be used in
conjunction with your User ID to authenticate you at the time of login.

The portal password must be a minimum of 8 characters and must include
three (3) of the following four (4) requirements:

Capital/Upper case letter
Lower case letter

Number

Special character (!, $, #, %)
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Re-type Password * (required) - Re-enter the password from the ‘Create
Password’ box as a secondary check

First Name * (required) - Enter your first name

Last Name * (required) — Enter your last name

Middle Initial (optional) — Enter your middle initial

Phone Number * (required) — Enter your contact phone number

Ext (Extension) (optional) - If the phone number entered is a work number
with a corresponding extension, enter the extension here

Preferred E-mail * (required) — Enter the email address where you wish to
receive messages. This will be used only for sending temporary passwords in
the case of a forgotten password or sending the User ID associated to this
provider in the case of a forgotten ID

After completing all required and known/applicable optional fields, click on
‘Continue’.

You will be taken to the Security Profile to continue the registration process.
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2.4 Creating a Security Profile

The Security Profile is used to gather three (3) different security questions.
These questions will be used for user self-help with forgotten passwords and
User IDs.

The User Profile portlet is reflected below:

At Hay 16, 2010

CV. i | Horne | Contact s | Help
AL Ul

£ Medicld

Provider Services b | Provider Resources || EDT Support b Dhcumentatinnl

Weh Registration 0

Please provide answers to the thres questions below in arder to assist vou when vaur User 10 ar Password is forgatten,

Providers Providers

¥ Craate User 1D *EEIN *egeurty Question *Secunty Question? *Secunty Quastion3

|munizd |BDBUBUBDB | Select One - j | St One- j ‘ Select One - j
* Creats Passward *Re-type

ke *Senunty Answerl *Secunty Answer? *Senunty Answerd
sannon A

You will need to complete all three security questions. Each question must
be unique.

Providers
*Security Questionl *Security Question? *Security Question3
- Select One - j | Select One - j | Select One - j

LIne - f

What is your Pet's Name? *Security Answer? *Security Answerd
Where did you meet your spouse?
Who was your childhood hera?
What is yaur favorite pastime?
What is yaur favorite sports team?
—{What is your fathers middle name?
What was your high school mascot?
‘What make was your first car or hike?
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The question choices are as follows:

What is your Pet’s Name?

Where did you meet your spouse?
Who was your childhood hero?

What is your favorite pastime?

What is your favorite sports team?
What is your father’s middle name?
What is your high school mascot?
What make was your first car or bike?

After completing the three security questions, click ‘Submit’ to complete your
Security Profile. This completes the registration process.

You will be taken to the Primary Account Holder’s Welcome Page (below).
This page will let you start the second step in the authentication process,
requesting a Security ID, or log out to return later.

Hey 16, 2010

C{/. e | Home | ContactUs | Help | Log out
iginia

Medicaid

Welcome to the Virginia DMAS Medicaid Web Portal

Thank you for ragistering for acoess to the Virginia Medicaid Web Portal, You've successfully completed the first step in the registration process.

6) Provider Services
6) Provider Resurces

fis the Primary Account Holder for vour organization, you wil need to intiste and complete the authentication process with the use of a Security 10,
Requesting and applying & Security 10 is a one time process to be completed anly by the Primary Account Holder,

Step? - Initiate the Authentication Process - click ‘Request Security 1D on the Quick Links to the left

To request a Securtty 10, click on 'Request Security ID' from the Quick Links on the left, Your security profile wil be presented along with twa new fields
associated with the Securtty 10, Check the Request Securtty 10" box, The Security 10 wil be generated and mailed to the provider or administrator (if 2
graup provider) associated with your User 10 from the reqistration process, For more complete instructions, please refer to the Web Reqistration Quick
Reference,

tihile awaiting receipt of the Security 10, you may begin to establish your organization, To bein creating (o modifying) a user arganization, dick 'Add
Users' or "View/Edit Users' from the Quick Links on the left, Far mare complete instructions, please refer to the Quick Reference for Establishing a Provider
Orqanization. Once the Security 10 is applied, it will be associated with all users vou've praviously established,

Welcome to the Virginia Medicaid Web
Portal, If you are & new user associated with a provider not currently enrolled in the Virginia Medicaid Program, you wil need to wait for the Provider Enrolment
Tf you have any issues continuing with the Services to approve your application befare you can request & Secunty [0,

reqistration process, please see the ieh
Registration Reference Material (located at | Step 3 - Complete Identity Authentication with the Security ID - click 'Apply Security ID' that wil be displayed on the Quick Links to the left
the Providzr Resources Quick Links
above) or cantact the ACS Help Desk (toll Upon receipt of the Securty 1D from your provider of group administrator, you need to apply the Security 1D, To apply the Securty 10, dlick on 'Apply
free) at BA6-152-0496, Security 10" from the Quick Links on the Ieft, Your security profile will be presented along with the two fields associated with the Security 10, Enter the
Security 10 inthe appropriate field, Far mare complete instructions, please refer to the Web Registration Quick Reference

Bter the Security 10 is applied, your user authentication will be complete, Once authenticated, the Security 10 will be assoiated to vou s the Primary
ficcount Halder and any previously established users within your organization, You or your designated Organization Administrator may continug to establish
your User organization,

To begin creating (or modifying) your user organization, click 'Add Users' or "View/Edit Users' from the Quick Links on the left, For more complete
nstructions, please refer to the Quick Referance for Establishing & Provider Organization,
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2.5 Forgot User ID

Once you've completed your User and Security Profiles, you are able to
leverage the user self help capabilities of the portal. Authorized Users who
forget their User ID can get with their Primary Account Holder or any
Organization Administrator associated with this provider organization. They
have the capability to look up the User IDs. An Organization Administrator
can check with the Primary Account Holder.

All roles have the ability to also request their User ID be emailed to them.

On the Provider Login Page, in the Existing Users Login portlet there is an
option for Forgot User ID?

Welcome -0 Existing User Login Print| = 0O

First Time User Registration Print| = O

By registering you will be designated as the Primary Account
Halder for your organization, As the designated Primary

To access secure areas of the portal, please log in
by entering your User 1D and Password,

€ Provider Services

Wrelcome to the Virginia Medicaid Web
€ Provider Resources

Portal, This page allows registered

provider organizations to log in. If you
need to register, you can do so by
clicking on the "Web Registration' link
in the 'First Tirme User Registration’
box.

If you hawe any issues with registering
or logging in, please see the Web
Registration Reference Material
{located through the Quick Links to the
right} or contact the ACS Help Desk
(toll frae) at BAA-352-0496,

#ccount Holder, you can add, delete or modify user access.

Mew Primary Account Holder registrants must complete the
following steps:

1. Establish a User 1D, Password and security profile

2, Initiate the authentication process

& EDI Support

& Documnentation

6 Fag

€ Wieh Registration Reference Material
6 DMAS Web it

* password:

*lser 1Dt

3. Complete identity authentication with the Security ID
generated and mailed to the provider

If you are not the Primary Account Holder for your organization
then you should not register, If your organization already has a
Prirnaty Account Halder, please see them far your User 1D and
Password to log in.

© titeb Registration

Select ‘Forgot User ID?’
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,CVi’z inta
A

© Medicaid

¥
=
E._=

Provider Services } | Provider Resources * | EDI Support }* | Documentation ¥

Forgot User ID =T

You must enter your Email Address before proceeding:

Enter your Email Address : |

Provider ID(NPI/APT) | |

To find out Email Address, Contact Organization Administrator or Contact Help desk.
To get Help desk Contact, Click on the Contact us link placed at the right corner of the page.

Enter your Email Address: - this must be the preferred email that was
entered in your User Profile at the time of initial entry (or the last update to
your User Profile).

Provider ID (NPI/API): - enter the NPI or API associated with your User
ID
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Click ‘Continue’ and you will be routed to the portlet below.

CVU: Lma

f.'_-' Midlcard

i

- Provider SErvices D Pruvlder Respurces P EDI 5uppnrt P Documentation P -

Forgot User 1D = 0O

Y ou must answer all the following questions correctly before proceeding:

what is your Pet's Mame? |

Wwho was your childhood hero? |

where did you meet your spouse? |

To find out Email Address, Contact Organization Administrator or Contact Help desk.
To get Help desk Contact, Click on the Contact us link placed at the right corner of the page.

This portlet will display the three questions you chose when establishing your
Security Profile.

You must complete all three of these questions, giving the same answers as
you established in your Security Profile.

Upon completing the answers, click ‘Continue’ to invoke the validation of
answers to your Security Profile.

After successful validation you will receive the following portlet:

C(/ﬂ Lnta

Med H:ald

m Prowvider Serwvices F Provider Resources ¥ m

Forgot User ID

Tour User IO will be e-rmailed ta the preferred email address,
Horme
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Your User ID will be emailed to the email address entered in your User
Profile.

The following is a sample email with the User ID removed:

Tour Foraot User I eaesthas been processed

TouUser Dss-

Flease use this to log o the Viegnea Mechuaud Wb Poral o
o ptenedicad dhnas g ov Please contact e ACS Web Suppert Call Center ollfre, f 1-806-332- 0496 yon have sy questens o problems rgarding your web portd
tegstaen

Note: This  an anbo-seneratec emat, please do nat seply
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2.6 Forgot Password

Once you've completed your User and Security Profiles, you are able to
leverage the user self help capabilities of the portal. Authorized Users who
forget their password can get with their Primary Account Holder or any
Organization Administrator associated with this provider organization. They
have the capability to generate a temporary password. An Organization
Administrator can check with the Primary Account Holder.

All roles have the ability to also request their password be emailed to them.

On the Provider Login Page, in the Existing Users Login portlet there is an
option for Forgot Password?

Provider Services » | Provider Resources b _

Welcome =g

Welcome to the Yirginia Medicaid Web
Partal, This page allows registered
provider organizations to log in, If you
need to register, you can do so by
clicking on the "Web Registration' link
in the 'First Time User Registration’
box,

If you have any issues with registering
or logging in, please see the Web
Registration Reference Material
(located through the Quick Links to the
right) or contact the ACS Help Desk
(toll free) at 866-352-0496,

First Time User Registration Print| - 0O

By registering you will be designated as the Primary Account
Holder for vour organization. As the designated Primary
Account Holder, you can add, delete or modify user access,

New Primary Account Holder registrants must complete the
following steps:

1, Establish a User ID, Password and security profile

2, Initiate the authentication process

3. Complete identity authentication with the Security ID
generated and mailed to the provider

If you are not the Primary Account Holder for your organization
then you should not register, If your arganization already has a
Primary Account Holder, please see them for your User 1D and
Password to log in.

& web Registration

Select ‘Forgot Password?’
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* User 1D}
* Password:
e 1D

Submit | Reset

Peint| - O

Tao access secure areas of the portal, please log in
by entering your User ID and Passward,
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*cg{nia

dicaid

0

[
Y

urces ! || EDI Suppart ¥ Dncumentation'

Forgot Password

You must enter your User ID correctly before proceeding;

Enter wour User 1D |
Fargat User ID, Click here

User ID is Case sensitive. Response will be sent through email. To get Help desk Contact, Click on Contact us link placed at vight corner of the Page

Enter your User ID: - enter your User ID created in your User Profile

Click ‘Continue’ and you will be routed to the following portlet:

CVL"Z infa
g

A0 Medicaid

Provider Services P | Provider Resources » | EDI Support } | Documentation b

Forgot Password =0

You must answer all the following questions correctly before proceeding:

What is your Pet's Name? |
Who was your childhood hero? |
Where did you meet your spouse? |

User ID is Case sensitive. Response will be sent through email. To get Help desk Contact, Click on Contact us link placed at right corner of the Page
To find out User ID, Contact Organization Administrator or Contact Help desk.
To get Help desk Contact, Click on the Contact us link placed at the right corner of the page.
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This portlet will display the three questions you chose when establishing your
Security Profile.

You must complete all three of these questions, giving the same answers as
you established in your Security Profile.

Upon completing the answers, click ‘Continue’ to invoke the validation of
answers to your Security Profile.

After successful validation you will receive the following portlet:

_._C(/i’zginfa

Medicaid

Provider Services b Provider Resources F | EDI Support

Forgot Passvrard

vour password will be e-mailed to the preferred email address,

Horme

A temporary/one-time use password will be emailed to the email address
entered in your User Profile.

The following is a sample email:

Tour Forgot password request has been processed,
Tour temporary password i
KBl

Please use this to log in to the Virginia Medicaid Web Portal at
bitps:Fwrrw, virgtsamechcand. dmas. virginga gov . You vl be requested to reset your password upon successful log i

Note: This s an auto-generated email, please do not teply.

Please contact the ACS Web Suppott Call Center, toll free, at 1-866-352-04%6 o you have any questions or problems regarding your web portal registration.

This temporary password will be used for login. You will immediately be
taken to your User Profile and will be required to enter another password.
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3.0 Requesting a Security ID

3.1

Why Do I Need a Security ID?

As the Primary Account Holder for your organization, you will need to initiate
and complete the authentication process with the use of a Security ID.
Requesting and applying a Security ID is a one time process to be completed
only by the Primary Account Holder.

3.2

Accessing the Security Profile

To request a Security ID, you will need to access the Primary Account Holder
Welcome Page. After completion of the Security Profile, you will be
immediately taken to this page (see section 2.4 Creating a Security Profile).

If you’ve logged out after completing the Security Profile the following steps
will direct you back to the Primary Account Holder Welcome Page.
On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login

portlet

On the Provider Login Page — enter your User ID and password in the
Existing User Login
You will be directed to the Primary Account Holder Welcome Page

CVi’zginia

Medicaid

May 16, 2010
| Home | ContactUs | Help | Log out

Quick Links

8 Provider Services
€ Provider Resources
& EDI Support

€ Documentation

O Fag

© DMas Web Site

@ Change Password
[ Request Security 1D
© Add Users

€ View/Edit Users

News i

Welcome to the Virginia Medicaid Web
Portal, This page will let users access
secured provider services,

If you have any issues with the
functionality on this page, please see the
Autornated Response System (ARS)
Referance Material located at the Provider
Resources Quick Link {above) or contact
the ACS Help Desk (toll free) at 866-352-
0496,

Welcome to the Virginia DMAS Medicaid Web Portal

Thank you for registering for access to the Virginia Medicaid Web Portal. You've successfully completed the first step in the registration process.

As the Primary Account Holder for your organization, you will need to initiate and complete the authentication process with the use of a Security 1D,
Requesting and applying a Security ID is & one time process to be completed only by the Primary Account Holder,

StepZ - Initiate the Authentication Process - dlick 'Request Security ID' on the Guick Links to the left

To request a Security 1D, dick on 'Request Security ID' from the Quick Links on the- left, Your security profile will be presented along with two new fields
associated with the Security 1D, Check the 'Request Security ID' box, The Security ID will be generated and mailed to the provider or administrator (if a

group provider) associated with your User 1D from the registration process, For more complete instructions, please refer to the Web Registration Quick
Reference.

wihile awaiting receipt of the Security ID, vou may begin to establish your organization. To begin creating (or modifying) a user organization, click 'Add
Users' or "Wiew/Edit Users' from the Quick Links on the left. For more complete instructions, please refer to the Quick Reference for Establishing a Provider
(rganization. Once the Security 1D is applied, it will be associated with all users you've previously established.

If you are a new user associated with a provider not currently enrolled in the Virginia Medicaid Program, you will need to wait for the Provider Enrollment
Services to approve your application before you can request a Security 1D,

Step 3 - Complete Identity Authentication with the Security ID - click "Apply Security ID' that will be displayed on the Quick Links to the left
Upon receipt of the Security ID from your provider or group administrator, vou need to apply the Security ID. To apply the Security 1D, click on "Apply
Security ID' from the Quick Links on the left. Your security profile will be presented along with the two fields associated with the Security 1D, Enter the
Security 1D in the appropriate field, For more complete instructions, please refer to the Web Registration Quick Reference

After the Security ID is applied, your user authentication will be complete, Once authenticated, the Security ID will be associated to you as the Primary
Account Holder and any previously established users within your organization. You or your designated Organization Administrator may continue to establish
your user organization,

To begin creating {or modifying) your user organization, click 'Add Users' or 'iew/Edit Users' from the Quick Links on the left. For more complete
instructions, please refer to the Quick Reference for Establishing a Provider Organization,
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On the Quick Links to the left is a link to ‘Request a Security ID’.

CV& mnta
g

-+ Medicaid

Welcom
£} Provider Services Thank you
€ Provider Resources As the PH
€} EDI Support Requesting
€} Documentation
a Fn‘j-Q StepZ - Ir
£ DMAS web Site —__—
s LG A S L a associated
&} Fequest Security ID group pros

ST Reference,
£} View/Edit Users W S

Users' or "

Qrganizatic
wWelcame to the Virginia Medicaid Wweh
Fortal. This page will let users access If you are
secured provider services. Services tc

Clicking on the ‘Request Security ID’ link will direct you to your Security
Profile.
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3.3 Requesting a Security ID

Your security profile will be presented along with two new fields associated
with the Security ID.

May 16, 2010

CV. L, | Home | Contact Us | Help | Log out
~Vigunia

~ Medicaid

Quick links = Thange Security Profile

* Required fisld

© Provider
Services Provid Provid
© Provider roviders roviders
Resources Provider(NPI/APT}  User ID *Security Questionl #Security Question? *Security Questiond
© EDI Suppart |- |- |Wha1 5 your Pet's Mame? j |Who wag your childhood hero? J |Where did you meet your spouse? ;I
& Documentation ' - - ' ' )
M FEIN . v .
FAQ _— Secrity Answerl Security inswer2 Secutity Answerd
Oonswes | | I — e m
Sik
) C‘heange *First Name " LastHame M1
Password _ |_
7] Request * Email
sl | | [——— : I_Sec”“tv 10
0 8dd Users I B Request Security 1D m
0 view/edit * Phone Nurnber
Users I_ & Security 10 is required for completion of the authentication process and access to secured provider

functionality. This is a ane time pracess and can only be completed by the Primary Account Holder,

To Request a Security ID - Check 'Reguest Security ID' box, The Security ID will be generated and sent to the associated
NPI/API via mail.

To Apply a Security ID - Enter Security 1D, obtained from your pravider or group administrator, in the 'Apply a Security D',

Check the 'Request Security ID' box and click ‘Submit’
The Security ID will be generated and mailed to the provider or administrator

(if a group provider) associated with your User ID from the registration
process.
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CV. He N | Homne | Contact U:
; t’zgtma

© Medicaid

m Security ID Generation

© Provider Services

Provider Resources . .
g £D1 Support Your Security 1D has been generated successfully,Your Security Profile has been updated successfully, “

© Documentation
© Fao

© DMag Web Sits
[>] Change Passward
© apply Security ID
© Add Users

© View/Edit Users

While awaiting receipt of the Security ID, you may begin to establish your
organization (see section 5.0 Establishing an Organization).

Once the Security ID is applied, it will be associated with all users you've
previously established.

If you are a new user associated with a provider not currently enrolled in the

Virginia Medicaid program, you will need to wait for the Provider Enroliment
Services to approve your application before you can request a Security ID.
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3.4 Security ID Notification Letter

A Security ID Notification Letter will be sent via mail to the Provider or
Administrator (if a group provider).

Upon receipt, the provider or administrator will need to furnish the Primary
Account Holder with this information.

A sample notification letter is below:

Date

IPI (of) Group IPI

IMame

Address (Correspondence Address from INIVITE)
City, State Zip

Fe: Virginia WMedicaid Web Portal Eegistration Security ID
Dear [Provider First, I Last, Title] for) Administrator for Group IMPI Name:

Thank wou for requesting a Security ID for the Virginia IMedicaid Web Portal
www wirginiamedicaid dmas virginia gow

Tour Security 1D is: 9999999999

In order to complete wour registration process you must navigate to the Virginia MMedicaid Web Portal
www. virginiamedicaid dmas wirginia gov and takce the following steps:

Click on “Prowiders™ from the portal hotne page

Login using the User ID and Password previously created when establishing yvour User Profile
Select "Change Security Profile” from the Quick Links

Enter the Security ID from this letter sent and “Submt’

O

Upon entering “Submit’ your Uger ID, NPILAPT and Security ID combination will be walidated,
authenticating wou as the as the Primary Account Holder.

Security Roles:
* Prmary Account Holder (PAH) — Only one PAH per provider organization is allowed. The
PAH has the authority to establish and maintain Organization Administrater and Authorized
Staff roles (change roles or passwords, activate, deactivate and unlock IDs).
®  (Organization Administrator (OrgAdmin) — The Orgddmin has the authority to establish and
maintain Authorized Staff roles {change roles or passwords, activate, deactivate and unlock

IDs).

o Aunthorized Staff —&Authorized Stafl are users with inquiry only capability to the prowvider
portal functionality.

1of2
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To Add Users (Only Accesstble to the PAH & Orgddmin Users):

1.
2
3

4

Newly added users can log in to the portal immediately using the User ID and initial password. Upon
inttial log on, the new user will be required to change their password and establish their own security

profile.

Maintain Existing Users (Cnly Accessible to the PAH & Orghdmin Users):

Feor detailed instructions on adding and maintaining users and establishing their roles, please see the
Web Registration Reference Matersal on the portal’s Provider Resources tab.

Upon completion of your registration, the PAH and husfher associated users will have access to the
Automated Response System (ARS) functionality, including:

If you have any questions with regards to the Securtty ID/ Registration process or user matntenance,
please contact the AC3 Web Support Call Center, toll free, at 1-866-352-0496.

LogIn vsmg your User ID and Password

Select *Add Users” from the Quick Links

Complete the information for the user to be added including a new user’ s initial password and the
role the user is to function as and select “Add’

Share the newly established User ID and Temporary Password with the new user

Log In using your User ID and Password

Select “View/Edit Users” from the Quick Links

Search for the existing user to update by either name or User ID (partial or exact)
Update existing user as needed (ie. role)

Member Eligibility

Member Service Lirmits
Service Authorization Inquiry
Claims Status Inquiry
Payment History Inquiry

Sincerely,

Affiliated Computer Services, Inc
A Herox Company

Z20of2

41 of 90



Web Portal - Provider Registration Users Guide

4.0 Applying the Security ID

4.1 Accessing the Security Profile

To apply a Security ID, you will need to access the Primary Account Holder

Welcome Page.

You need to access the Primary Account Holder Welcome Page.

e On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login

portlet

e On the Provider Login Page - enter your User ID and password in the
Existing User Login
e You will be directed to the Primary Account Holder Welcome Page

q/i’z nia
g

Medicaid

| Home | CaontactUs | Help | Log out

Quick Links i

8 Provider Servicss
8 Provider Resources
i 0l Support

8 Documentation
0o

) DHAS Yen Site

8 Change Password
8 Apply Security ID
8 add Users

8 View/Edit Users

relcome to the Virginia Medicaid Web
Partal,

If vvou have any issues continuing with the
registration process, please see the Web
Reqistration Reference Material (located at
the Provider Resources Quick Links
abave) or contact the ACS Help Desk (toll
free) at 866-352-0496,

Welcome to the Virginia DMAS Medicaid Web Portal

Thank you for registering for access to the Virginia Medicaid Web Portal, You've successfully completed the first step in the registration process,

A5 the Primary Account Halder for your organization, you wil need to intiate and complate the authentication process with the use of a Security 10,
Requesting and applying & Security [0 is & one time process to be completed only by the Primary Account Holder,

Step2 - Initiate the Authentication Process - click 'Request Security I on the Quick Links to the laft

To request a Security 10, click on 'Request Security D from the Quick Links on the left, Your security profile will be presented along with two new fields
assnciated with the Security 10, Check the 'Request Security ID' box, The Security 1D will be generated and mailed to the pravider or administrator (if &

qroup provider) associated with your User 1D from the reqistration process, For mare complete instructions, please refer to the Web Registration Quick
Reference,

While awaiting receipt of the Security 1D, you may begin to establish your organization, To begin creating {or modifying) a user arganization, click 'Add
Users' or "Wiew/Edit Users' from the Quick Links on the left. For more complete instructions, please refer to the Quick Reference for Establishing a Provider
Organization. Once the Security [0 is applied, it will be associated with all users you've previously established,

If you are a new user associated with a provider not currently enrolled in the Virginia Medicaid Program, vou will need to wait for the Provider Enrollment
Services to approve your application befare you can request a Security 1D

§tep 3 - Complete [dentity Authentication with the Security ID - click "Apply Security ID' that will be dizplayed an the Quick Links to the left

Upon receipt of the Security 1D from your provider or group administrator, you need to apply the Security 1D, To apply the Security [0, click on "ipply
Security ID' from the Quick Links on the left, Your security profile will be presented along with the two fields associated with the Secunty 1D, Enter the
Securty 10 in the appropriate field, For mare complete instructions, please refer to the Web Reqistration Quick Referance

After the Security ID is applied, your user authentication will be complete, Once authenticated, the Security 1D will be associated to you as the Primary
ficcount Holder and any previously established users within vour organization, You or your designated Organization Administrator may continue to establish
your User organization,

To begin creating {or modifying) vour user organization, click 'Add Users' ar 'View/Edit Users' fram the Quick Links an the left, For mare complete
instructions, please refer to the Quick Reference for Establishing a Provider Organization,

42 of 90



Web Portal - Provider Registration Users Guide

On the Quick Links to the left is a link to ‘Apply Security ID".

?Vi&ginia

4 Medicaid

£ Provider Services
&) Provider Resources
£ ECI Support

£} Documentation

® rFag

£ DMas Web Site

] .

) Apply Security 10

B view/Edit Users

MNews

Welcome to the Virginia Medicaid wehb
Portal.

If vou have any issues continuing with the
reqistration process, please see the Weh
Reqistration Reference Material {located at
the Provider Resources Quick Links
abowve) or contact the ACS Help Desk (tall
free) at 866-352-0496.

Clicking on the ‘Apply Security ID’ link will direct you to your Security Profile.
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4.2 Applying the Security ID

Your security profile will be presented along with two new fields associated
with the Security ID.

Ig/itginia

~ Medicaid

QuickLinks . Change Sacunity Profile

& Provider
Services

& provider
Resaurces

* Required fielg

May 16, 2010
| Home | ContactUs | Help | Logout

Providers

Providers

HE .
3/
| —

_* Last Hame Ml

* First fame

J  Im

* Email
* Phone Murnber

Prwider(NPI/A_PI) User ID

*Security Questionl *Zecurity Question? *Security Questiond

|What I5 iyour Pet’s Name? j fo? j |Where did you meet your spouse? j
*Security Answerl *Security Answer? *Security Answer3
il ol s ). = B
[ ==

7] Request Security ID semp D

4 Securtty [0 is required for completion of the authentication process and acoess to sefEFER
functionality, This iz a one time process and can only be completed by the Primary Account Hu\der

To Request a Security 1D - Check Request Security 1D box, The Secunity 10 will be generated and sent to the associated
NPIART vig mail.

To Apply a Security ID - Enter Security [0, obtained from your provider or group administrator, in the "4pply a Security 1D,

You will need to enter the Security ID that your provider or group
administrator received in the mail.

Enter that number in the ‘Security ID’ box and click ‘Submit’
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Upon successful validation, the following page will be displayed:

q/i’zginia

 Medicaid

8 Provider Services
) Provider Resources

8 EDI Support

8 Documentation

B Fao

) Dhas web site

b] Change Password

8 Change Security Profile
0 Add Uszrs

8 View/Edit Users

May 16, 2010
| Home | ContactUs | Help | Log out

Security ID Validation

Your Security ID has been validated, To access the new secured provider services,
please click 'Log out’ and 'Log in' on the Provider Log In page. This will engage your

new security profile and the new functionality associated with your User 1D, Log out

In order to engage your updated security role and initiate the secured
functionality associated with it, you’ll need to log out and log in again. You
can log out via the link in the portlet or in the upper right hand corner.

You need to access the Provider Home Page.

e On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login

portlet

On the Provider Login Page - enter your User ID and password in the

Existing User Login

CVi’t tnta
I Madgai:]/I

service Authorization F| Payment History

You will be directed to the Provider Home Page

May 16, 2010
| Home | ContactUs | Help | Logout

© Provider Services

© Provider Resources

© EDI Support

© Documentation

O Fag

© DMAS web Site

© change Password

€ Change Security Profile
© Add Users

© View/Edit Users

Welcome to the Virginia Medicaid Web
Portal. This page will let users access
secured provider services,

If you have any issues with the
functionality on this page, please see the
Autornated Response System (ARS)
Reference Material located at the Provider
Resources Quick Link {above) or contact
the ACS Help Desk (toll free) at 866-352-
0496,

Welcome to the Virginia DMAS Medicaid Web Portal

The Wirginia Medicaid Web Portal extends the business capabilities of Yirginia Medicaid providers by offering user-friendly toals and resources. You will have
access to the secured interactive features of the portal including:

- Claims - Claims Status Inquiry

- Member - Member Eligibility and Member Service Limits

- Service Authorization - Service Authorization Log and Pharmacy Web PA Request

- Payment History - Provider Payments

Functionality coming in the near future:

- Automated Provider Enrollment - Enroll in the Medicaid program with an online application and application status tracking

- Claims Direct Data Entry - Create claims templates and submit claims through the portal

- Provider Profile Maintenance - Update demagraphic information such as address, phone numbers and email addresses online

If you have any issues with functionality on this page, please see the Automated Response Systemn (ARS) Reference Material located at the Provider
Resources Quick Link {upper left) or contact the ACS Help Desk (toll free) at 866-352-0496.
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4.3 Provider Secured Functions

Once authenticated, you and any user you’ve established within your
provider organization will have access to secured provider functions.

May 16, 2010

CV. e | Home | Contact Us | Help | Log oot
L’zgmta

1

 Authotization }| Payment History

Welcome to the Virginia DMAS Medicaid Web Portal

The Wirginia Medicaid Web Portal extends the business capabilities of Virginia Medicaid providers by offering user-friendly tools and resources. You will have
access to the secured interactive features of the portal including:

© Provider Services

© Provider Resources
© EDI Support - Claims - Claims Status Inguiry
© Documentation

- Member - Member Eligibility and Member Service Limits
- Service Authorization - Service duthorization Log and Pharmacy Web PA Request

- Payment History - Provider Payments

Functionality coming in the near future:

- Automated Provider Enrollment - Enroll in the Medicaid program with an anline application and application status tracking

Welcome to the Yirginia Medicaid web - Claims Direct Data Entry - Create claims templates and submit claims through the portal

Portal. This page will let users access

secured provider services, - Provider Profile Maintenance - Update demographic information such as address, phone numbers and email addresses online

If you have any issues with the

functionality on this page, please see the If you have any issues with functionality on this page, please see the Automated Response System [ARS) Reference Material located at the Provider

Automnated Response System (ARS) Resources Quick Link (upper left) or contact the ACS Help Desk (toll free) at 866-352-0496,
Reference Material located at the Provider
Resources Quick Link (above) or contact
the ACS Help Desk (toll free) at 866-352-
0496,

Tabs on the top of the page will navigate you to the following secured
provider functions:

Claims - Claims Status Inquiry

Member - Member Eligibility and Member Service Limits
Service Authorization - Service Authorization Log
Payment History - Provider Payments

For more details on these functions, please refer to the Automated Response
System (ARS) Users Guide.

On the left within the Quick Links section are two maintenance links that any
user can leverage.

Change Password - let’s any user change their password
Change Security Profile - let's any user update their security questions
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5.0 Establishing a User Organization
5.1 Accessing the Add Users Page

To begin establishing a user organization, you need to access the Provider
Home Page.

e On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login
portlet

¢ On the Provider Login Page - enter your User ID and password in the
Existing User Login

e You will be directed to the Provider Home Page

May 18, 2010

(:V. . | Home | ContactUs | Help | Log out
Y lging

Medicaid

Payment History

Welcome to the Virginia DMAS Medicaid Web Portal

The Wirginia Medicaid Web Portal extends the busingss capabilities of Yirginia Medicaid providers by offering user-friendly tools and resources. You wil have
aceess o the secured interactive features of the portal inchuding:

Quick Links

6 Provider Services
8 Provider Resources
8 £t Support - Claims - Claims Status Inquiry

B Ducumentation g i
B - Member - Member Eligiblity and Member Service Limits

- Service Authorization - Service buthorization Log and Pharmacy Web P4 Reques
0 d Service Authorization - 5 Buthorization Log and Ph fligh P4 Request

Change Passwar
B Change Securty Profil - Payment History - Provider Payments
B 1dd Users s
0 ViewEdt Users Functionality coming in the near future:

- hutomated Provider Enrollment - Enroll in the Medicaid prograrn with an onling application and application status tracking

li'glcome to the Virginia Medicaid Web - Claims Direct Data Entry - Create claims templates and submit claims through the portal

Portal, This page will let users access

secured provider servicas, - Provider Profile Maintenance - Update demographic information such as address, phone numbers and email addresses online

IF vou hiave any issugs with the

functionality on this page, please see the If wou have any issues with functionality on this page, please ses the Automated Response System (ARS) Reference Material located at the Provider
Automated Response System (ARS) Resources Quick Link (upper left) or contact the ACS Heln Desk (toll free) at B66-352-0496,

Referance Material lacated at the Provider
Resources Guick Link (above) or contact
the 4CS Help Desk (toll free) at 866-352-
(496,
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From the Quick Links on the left, click on the ‘Add Users’ link. The ‘Add
Users’ link will only display for Primary Account Holders and Organization
Administrators.

€ Provider Services
£ Provider Resources
£ EDI Support

€ Docurmentation

O Fag
£ oMAas Web Site
€ change Password

Welcorme to the VYirginia Medicaid web
Partal. This page will let users access
secured provider services,

If you have any issues with the
functionality on this page, please see the
Automated Response System (ARS)
Reference Material located at the Prowvider
Resources Quick Link {(abowe) or contack
the ACS Help Deslk: (toll free) at 866-352-
0496,
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Clicking on the ‘Add Users’ link will direct you to the ‘Add Organization
Users’ page.

May 16, 2010

CV. Wy | Home | Contact Us | Help | Lag out
Vg

Add Drganization Users - 0

8 Provider Services * Required Field

8 Provider Resources
o EDI Support Add User

B Documentation Please enter the follawing information about the user yvau wauld like to add,

0 rag

*
© DHAS Web Site Sieri
8 Change Password
8 Change Security Prafile
8 ndd Users Prafis * Last Name * First Name ML Suffix
8 View/Edit Users | M | I H
*Phore / Ext * Emall
* Password * Confirm Password

=

f,‘ * What roles will this user have in the organization?

fvailable Selected

AutharizedStaf
OryanizationAdministrator
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5.2 Adding an Organization Administrator

,CVi’z nia
N

"~ Medicaid

Seryice Authorization ! | Payment History
C——

8 Provider Services * Required Field
8 Provider Resources
0 EDI Suppart Add User
g Dacumentation Please enter the following information about the user you would like to add,
FaQ
#*
£ DMAS Web Site Llagl)
£ Change Password JaneDoe
) Change Security Profile
£ add Users Prefix * Last Name * First Name M1 Suffix
8 view/Edt Users |MS. '“‘l |DDE! Jane |A I :‘I
* Phone / Ext * Email
|BD45551212 | ' Ijane.due_@acs-inc.u:nm
* Passwiord * Confirm Password
|u|uuu |unn|u

"7;'} * YWhat roles will this user have in the organization?

Available Selected

AuthorizedStaft
OrganizationAdministrator
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You will need to complete a User Profile for the Organization Administrator
you wish to add.

Any information that is required (noted with a red asterisk *) will need to be
supplied. Any optional fields that are known are recommended to be
completed at this time as well.

User ID *

Prefix

Last Name *
First Name *
Middle Initial
Suffix

Phone Number *
Extension

Email *
Password *
Confirm Password *

User ID * (required) = You will need to establish a unique User ID for this
Organization Administrator

The User ID must be a minimum of 6 characters and a maximum of 16
characters. It can include hyphens, underscores or periods. The User ID can
not start with special characters nor can it contain spaces.

Prefix (optional) — Enter an applicable prefix from the drop down list

Last Name * (required) - Enter the Organization Administrator’s last name

First Name * (required) — Enter the Organization Administrator’s first name

Middle Initial (optional) - Enter the Organization Administrator’s middle
initial
Prefix (optional) — Enter the Organization Administrator’s suffix if applicable

Phone Number * (required) — Enter the Organization Administrator’s
contact phone number

Ext (Extension) (optional) - If the phone number entered is a work number
with a corresponding extension, enter the extension here

E-mail * (required) - Enter the email address where the Organization
Administrator is to receive messages. This will be used only for sending
temporary passwords in the case of a forgotten password or sending the
OrgAdmn’s User ID in the case of a forgotten ID
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Password * (required) - Establish a temporary password to be used by the
Organization Administrator to authenticate them at the time of initial login.

The portal password must be a minimum of 8 characters and must include
three (3) of the following four (4) requirements:

e Capital/Upper case letter

e Lower case letter

e Number

e Special character (!, $, #, %)

Confirm Password * (required) — Re-enter the password from the
‘Password’ box as a secondary check

To select the role, you will utilize the roles tables. To establish the user as
an Organization Administrator, select that role from the ‘Available’ roles. Use
the single arrow -> (outlined below) to move the role from ‘Available’ to
‘Selected’.

2| * Wwhat rales will this user have in the organization?

Available Selected

| Authorizedstaff
OrganizationAdministrator

A EE
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; * wihat roles will this user have in the organization?

Availahle Selected

AutharizedStaff

OrganizationAdministrator

Note: If the wrong role is accidently selected, it can be moved back from the
‘Selected’ role to the ‘Available’ role column.

Once the desired role is in the ‘Selected’ column, click ‘Add’ to process the

User ID.

When successfully added, you'll receive an appropriate message.

Add Organization Users

* Required Field

Add User

* User ID

Please enter the following information about the user vou would like to add.

The user is created successfully.
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5.3 Adding Authorized Staff

To add another user, select ‘Add Users’ from the Quick Links to the left or if
logging in to a new session, you will need to access the Provider Home Page.

e On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login
portlet

e On the Provider Login Page - enter your User ID and password in the
Existing User Login

¢ You will be directed to the Provider Home Page

e Select ‘Add Users’ from the Quick Links to the left

q/i&ginia

 Medicaid

‘Service Authorization P | Payment History
Add Organization Users 5
 Provider Services * Required Field
© Provider Resources
£ EDI Support Add User
g Documentation Please enter the following information about the user you would like to add,
FAQ

#
© DMAS weh Site Deer 10y
© Change Password |SUSIESmITh

© Change Security Profile

B add Users Prefix * Last Mame * First Name MI Suffix
0 view/Edit Users | "'[ ISmith Sugie |_5 | j
* Phone / Ext * Email
[poasssizza | [susie.smith@acs-inc.com
* Password * Confirm Password
|o.oo.--o |oooo.o..

(2] * what roles will this user have in the organization?

Available Selected

AuthorizedStaff
OrganizationAdministrator
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You will need to complete a User Profile for any Authorized Staff you wish to
add.

Any information that is required (noted with a red asterisk *) will need to be
supplied. Any optional fields that are known are recommended to be
completed at this time as well.

User ID *

Prefix

Last Name *
First Name *
Middle Initial
Suffix

Phone Number *
Extension

Email *
Password *
Confirm Password *

User ID * (required) = You will need to establish a unique User ID for this
Authorized User. This User ID will need to be relayed to the user by the
Primary Account Holder or Organization Administrator.

The User ID must be a minimum of 6 characters and a maximum of 16
characters. It can include hyphens, underscores or periods. The User ID can
not start with special characters nor can it contain spaces.

Prefix (optional) — Enter an applicable prefix from the drop down list

Last Name * (required) — Enter the Authorized User’s last name

First Name * (required) — Enter the Authorized User’s first name

Middle Initial (optional) — Enter the Authorized User’s middle initial

Prefix (optional) — Enter the Authorized User’s suffix if applicable

Phone Number * (required) - Enter the Authorized Users’s contact phone
number

Ext (Extension) (optional) - If the phone number entered is a work number
with a corresponding extension, enter the extension here

E-mail * (required) - Enter the email address where the Authorized User is
to receive messages. This will be used only for sending temporary
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passwords in the case of a forgotten password or sending the Authorized
User’s User ID in the case of a forgotten ID

Password * (required) - Establish a temporary password to be used by the
Authorized Staff to authenticate them at the time of initial login. This initial
password will need to be relayed to the user by the Primary Account Holder
or Organization Administrator, all subsequent password changes will be
emailed to the user.

The portal password must be a minimum of 8 characters and must include
three (3) of the following four (4) requirements:

Capital/Upper case letter
Lower case letter

Number

Special character (!, $, #, %)

Confirm Password * (required) — Re-enter the password from the
‘Password’ box as a secondary check

To select the role, you will utilize the roles tables. To establish the user as
an Authorized User, select that role from the ‘Available’ roles. Use the single
arrow -> (outlined below) to move the role from ‘Available’ to ‘Selected’.

2| * What roles will this user have in the organization?

Available Selected

AuthorizedStaf
OrganizationAdministrato
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7?. * what roles will this user have in the organization?

Available Selected

OrganizationAdministratar H uthorizedStaff

ez e

Note: If the wrong role is accidently selected, it can be moved back from the
‘Selected’ role to the ‘Available’ role column.

Once the desired role is in the ‘Selected’ column, click ‘Add’ to process the
User ID.

When successfully added, you'll receive an appropriate message.

Add Organization Users

* Required Field

Add User

Please enter the following information about the user vou would like to add.

The user is created successfully.
* User ID
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6.0 User Maintenance

Once you've established your organization, both the Primary Account Holder
and any Organization Administrators have the ability to change a user’s role,
reset a forgotten password, activate or deactivate a user and unlock an ID
that was locked for too many password tries.

To begin user maintenance, you need to access the Provider Home Page.

e On the Medicaid Web Portal Home Page - select ‘Provider’ from the Login

portlet

On the Provider Login Page - enter your User ID and password in the

Existing User Login

% na
{

Medicaid

You will be directed to the Provider Home Page

May 16, 2010
| Home | Contact s | Help | Log aut

0 Provider Services
{0 Provider Resources
{9 £01 Suppont

) Documentzton

) Change Passward
9 change Securty Profle
) hdd Users
) Vet Users

Welcome to the Virginia Medicaid eb
Portal, This pane wil let users access
secured provider services,

If you have any issues with the
functionalty on this page, please see the
Rutomated Response System (4R3)
Reference Material located at the Provider
Resaurces Quick Link (hove) or contact
the 4CS Help Desk (bl frae) ot B56-352-
0446,

Welcome to the Virginia DMAS Medicaid Web Portal

The Virginiz Medicaid Web Partal extends the business capabiities of Virginia Medicaid providers by offering user-friendly toals and resources. You wil have
atoess b the secred inferacive features of the portal including:

- Claims - Claims Status Inquiry

- Membet - Hember Eligibity and Member Szrvice Limits

- Service Authorization - Service futhorization Log and Pharmacy Wb PA Request

- Payment History - Provider Payments

Functionality coming in the near future:

- hutomated Provider Enrollment - Envollin the Mzdicaid program with &n online apolication and application status tracking

- Claims Direct Data Entry - Create claims templates and submit claims through the portal

- Provider Profile Maintenance - ipdate demagraphic information such as address, phana numbers and email addresses onling

If you have any issugs with functionality on this page, please see the Automated Response System (ARS) Reference Material located at the Provider
Resources Quick Link (upper left) or contact the ACS Heln Desk (ol free) at B68-352-049,
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6.1 Accessing the User Maintenance Page

From the Quick Links on the left, click on the ‘View/Edit Users’ link. The
‘View/Edit Users’ link will on be viewable to Primary Account Holders and
Organization Adminstrators.

g(/i&ginfa

- : . Had icaid

_I_:f-"f =

Quick Links

& Provider Services

&) Provider Resources

£ EDI Support

&) Documentation

8 Fag

£ DMAS Web Site

&) change Password

£} change Security Profile

B View/Edit Users

Clicking on the ‘View/Edit Users’ link will direct you to the ‘Add
Organization Users’ page.

May 16, 2010

CV. A | Home | ContactUs | Help | Logout
~Vigin

ViewEditlsers -0

9 Provider Services
0 Provider Resources

01 Support_ Warth 0 5 p "
0 Documentation MI ¥ | Status =

0 rag 3

Last Narne First Name

g D:AS Wb Site ; | | SusieSmith  Smith Susie g fetive
Change Passwari

8 change Security Profile JaneDoe Doe Jane A Active
© ndd Users Email
8 view/Edit Users

* Required Field Add New User

Showing 1- 2 of 2

User Status
I Active

] Inactive

[T Locked

| s
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6.2 User List

The View/Edit Users page contains the list of users associated with the
Primary Account Holder. The Primary Account Holder will see any
Organization Administrators and Authorized Users.

The Organization Administrator will see any Authorized Users.

The user list will see the user’s User ID, Last Name, First Name, Middle Initial
and the user’s status (i.e. Active, Inactive).

CVUZ inia
J

r Jf Medicaid

- i - Service Authorization ! | Payment History

ViewEditUsers

* Required Field

8 provider Services
€ Provider Resources
£ EDI Support

& Documnentation

8 Fag

) DMAS Weh Site *Last Name First Narnie

fidd New User

Marne D User + | Last * | First 5
(0] Name. Name.

MI ¥ | Status =

SusieSmith  Smith
8 change Password | |

8 Change Security Profile
8 add Users Ernail -
8 view/Edit Users | Showing 1 - 2 of 2

Janeloe Coe

User Status
[ Active

r Inactive

r Locked

To update or modify a specific user, click on that user to retrieve their
record.
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: May 18, 2010
CV. i A Development Environment | Home | Contact Us | Help | Log out
A Medicaid
Service Authorization ¥ | Payment History

Quick Links ViewEditUsers

8 Provider Services
8 Provider Resources : .
6 EDI Support View / Edit User

© Documentstion Flease enter the following information about the user you would like to edit.

) DMAS Web Sits User ID: JaneDoe
8 Change Password User Status:  Active
8 Chanae Security Profil NPL 1053471151
8 add Users

* Required Field

8 View/Edit Users Gl
Password Expires: 05/16/2010
Prefix _* Last Mame * First Name ML Suffiz
MIDDE |Jane |A |_;"
* Phone / Ext * Emnail
i8045551212 | hane.due@acs-mc com

5 Uhat roles will this user have in the organization?

Available Selected

AuthorizedStaf H OrganizationAdministrator

I Y I T

The individual user record reflects the following information associated with
the user:

User ID

User Status - Active or Inactive

NPI — NPI or API the user is associated to

Last Login - the date the user last logged in

Password Expires - the date the user’s current password expires
User Name - Prefix, Last Name, First Name, Middle Initial & Suffix
Phone Number/Extension - User’s phone number & extension
Email - User’s email address

Role - User’s selected role
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View f Edit User

Please enter the following information about the user you would like to edit,

User ID: JaneDoe

User Status: Active
MPI: 1053471151
Last Login:

Password Expires: 05/16/2010

Prefix  * Last Mame * First Marme M1 Suffix
|h-'15. leue |.Jane |ﬂx I j
* Phone / Ext * Ernail

|eo4ses1212 |

?} What roles will this user have in the organization?

Available

AuthorizedStaff

Ijane.dne@acs-inc.cnm

Selected

OrganizationAdministratar
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6.3 Searching for a Specific User

For larger organizations, there may be too many members for the list and it
might be easier to search for a specific user.

There are two mechanisms to search for a specific user.

¢ Name
e ID

6.3.1 Searching for a Specific User — Name Search

CVE& inta
f’;, Med ga i:l

Service Authorization | Payment History

ViewEditUsers

& provider Services * Reguired Field Add New User
& provider Resources

& EDI Suppart 1 - . .
] Marne 18] = - o
& Documnentation st T | MI ¥ | status ¥

& Fag 5 . Name
: Last Marmne First Mame
g D:ms Web Site ; | | usieSmith  Smith Susie 3 Active
Change Passwor
& change Security Profile faneDoe Dae Jane A Active
& add Users Emiail
¥ x o i _
& View/Edit Users | ghowing 1 - 2 of 2
User Status
[ Active
r Inactive
O Locked

[rese | v

To search by a User’'s Name, enter the required and/or optional fields:

e Last Name * (required) - enter a full or partial last name to conduct the
search on

¢ First Name (optional) - enter a full or partial first name to conduct the
search on
Email (optional) - enter a email address

e User Status (optional) - select any additional selection criteria
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If only one record meets the search criteria the individual record will be
presented. If multiple records meet the search criteria the list of matches
will be displayed in the User List. You will need to select one of the users
and the individual record will be presented.

6.3.2 Searching for a Specific User — ID Search

Cidginia
Vg

Medicaid

© Provider Services * Required Field
© Provider Resources
© ECI Support

© Documnentation

© Fag

© OMAS Web Site fUser 1D
€ Change Password

© change Security Profile

.  Rewet. | search |
B view/Edit Users

Add New User

MName | D

A
-

Last Name ¥ | First Name ¥ | MI ¥ | Status =

fusieSmith  Smith

aneboe Doe

SEowing 1-2of2

To search by a User’s ID, enter a full or partial User ID to conduct the search.

If only one record meets the search criteria the individual record will be
presented. If multiple records meet the search criteria the list of matches
will be displayed in the User List. You will need to select one of the users
and the individual record will be presented.
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6.4 Changing a User’s Role

To change a user’s role within the provider organization, select the desired
user record from the User List or conduct a Name or ID search.

CVi’zg.{nia

4 Medicaid
Service Authorization P | Payment History
Quick Links - O ViewEditUsers
€ provider Services * Required Field
& Provider Resources ? 7
€ EDI Support View f Edit User
g Documentation Please enter the following information about the user you would like to edit,
FAQ : 2
£ omas web Site Uzer ID: Susie=mith
€ change Password User Status:  Active
€ change Security Profile MPI: 1053471151
£ add Users .
Last Login:

€3 view/Edit Users

Password Expires; 05/16/2010

Prefix  * Last Name * First Narne M1 Suffix

| =[5mith [Susie e

¥ Phone / Ext * Ernail
|podsss1zzz | susie smith@acs-inc. com
” 1
VEJ' wrhat roles will this user have in the organization?
Available Selected

Drganizatinnﬂxdministramr'H Authorizedstaft

[ Cinco | Beset | Denctte | s Pasoword ] s |
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Once the user record is selected, choose the role from the ‘Available’ column
to move to the ‘Selected’ column and trigger the move with the -> arrow.

View f Edit User

User ID: SusieSmith

User Status: Active
MPID 1053471151
Last Login:

FPassword Expires;

Please enter the following information about the user you would like to edit.

0S/16/2010

|Boasss1222

Awailable

Prefix * Last Marme * First Mame M1 Suffix
| = [smith [Susie [s | =
* Phone / Ext * Ermail

(= what roles will this user have in the organization?

Yiew f Edit User

User ID: SusieSmith
User Status:

MPI:

Active
1053471151
Last Login:

Password Expires: 05/16/2010

[ Cancei | esct ] “besctivsic | resctpassword ] swe-

E AuthorizedStaff

&

|susie.smith@acs—inc.cum

Selected

Please enter the following information about the user you would like to edit.

045551222 |

Awvailable

Prefix * Last Mame * First PMarme 11 Suffix
=l [zmith [Susie [= -
* Phone . Ext * Ermail

Isusie.smith@acs—inc.com

‘:_' what roles will this user hawve in the organization?

Selected

AuthorizedStaff
OrganizationAdministrator

[[Gance | neset | peuctivate ] ResetPusswora ] save
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If a ‘Selected’ role needs to be de-selected, highlight the role to be moved
back to ‘Available’” and trigger the move with the <- arrow.

Viewr S Edit User

Please enter the following information about the user you would like to edit.
User ID: SusieSmith

User Status: Active

MPI: 1053471151

Last Login:

Password Expires: 0S5/16/2010

Prefix * Last Mame * First Marme I Suffix

| =l [smith [Susie E I |

* Phone / Ext * Email
|Boasss1222 | |susie smith@acs-inc. com

2| what roles will this user have in the organization?

Awailable Selected

[ Concet ] Rwwot | Descivate ] Resetpasoword ] seve |

Yiews f Edit User

Plezase enter the following information about the user you waould like to edit.
User ID: SusieSmith

User Status: Active

MPI: 1053471151

Last Login:

Password Expires: 05/16/2010

Prefix * Last Mame * First Mame MI Suffix

| =l[zmith [Eusie [5 =

* Phone / Ext * Ermail
|s0asss1222 | |susie. smith@acs-inc.com

‘:_! wihat roles will this user hawe in the organizationy

Awvailable Selected

AuthorizedStaff OrganizationAdministrator

[ Cancer | Resct | “peactivaie ] Resst Password ] save |
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6.5 Resetting a Password

To reset a password, select the desired user record from the User List or
conduct a Name or ID search.

Click on the ‘Reset Password’ button on the bottom of the page.

Yiew f Edit User

Please enter the following inforrmation about the user you would like to edit,
User ID: Susiesmith

User Status: Active

MPI: 1053471151

Last Login:
Password Expires: 05/16/2010
Prefix * |Last Mame * First Mame MI Suffix

[ =lsmitn [susie EXN

* Phone / Ext * Email

[aoasss1222 | |susie. smithi@acs-inc.com

"2 What roles will this user have in the organization?

Availahle Selected

AuthorizedStaft OrganizationAdministrator

[ Cancel | Reset | h
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The ‘Reset Password’ screen below contains the selected user’s information.
As the Primary Account Holder or the Organization Administrator, you need

to enter a ‘New Password’ and ‘Confirm New Password’, as well as note the
reason for the temporary password.

__g/i’zginia

< Medicaid
Service Authorization P || Payment History

Quick: Links = 0O ResetPassword |

€} Provider Services * Required field
€} Provider Resources
€ EDI Suppart Reset Password

€ Docurmentation
& Fag

£ DMas web Site Last Marme: Smith First Marme: Susie MI: S
€ Change Password

€» Change Security Profile
£ add Users Organizational Roles:  OrganizationAdministrator User ID ;@ SusieSmith
£ View/Edit Users

User Status: Active

Ernail:  susie.smith@acs-inc.com Phone / Ext: 8045551222

* Mlew Password * Confirm Mew Password

2| * what is the reason for this action?

User forgot passwardl _"l

After completing the temporary password information, select ‘Save’
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View / Edit User

Please enter the following information about the user you would like to edit,

The password of User - SusieSmith has been reset to a One Time password successfully, The User can use this password to login at which time he/she must

change it to a password of his/her choosing,
User ID: SusieSmith

User Status:  Active

HPI: 1053471151

Last Login:

Password Expires: 05/16/2010

Prefix * Last Name

; |Smith

* Phane / Ext
Possa1z2 |

7 What roles will this user have in the arganization?

Available Selected

AuthorizedStaff H OrganizationAdministrator

* First Name M1 Suffix
|Susie IS I *I
* Email

|susie.smith@acs-inc.com
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6.6 Activating/Deactivating a User

To deactivate or activate a user, select the desired user record from the User
List or conduct a Name or ID search.

Click on the ‘Deactivate’ button on the bottom of the page. If the user had
previously been deactivated, this button will say ‘Activate’

View f Edit User

Please enter the following information about the user you would like to edit.
User I Janeloaoe

User Status:  Active

MPI; 1033471151

Last Login:

Password Expires: 05/16/2010

Prefix  * Last Mame * First Mame M1 Suffix

|hr15. j |D|:|e |Jane |ﬂx I j

* Phone / Ext * Ermail

|BEIJ15551212 | hane.dne@acs-inc.cum

"?': What roles will this user have in the organization?

Available Selected

AuthorizedStaff

OrganizationAdministrator
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The ‘Deactivate’ screen below contains the selected user’s information.

As the Primary Account Holder or the Organization Administrator, you need

to enter a note as to the reason for the deactivation (or reactivation).

CVL’Z Lma

i

-5 i Madu:ald

Quick Links

© Provider Services
© Provider Resources
© EDI Support

£ Documentation

© Fag

B oMas web Site

© Change Password

© add Users
B view/Edit Users

£ Change Security Profile

e i Deactivate User

* Required Field

Deactivate User

QOrganizational Roles; + OrganizationAdrninistrator User ID

User Status : Active
Last Mame: Doe First Marme ¢ Jane  MI: A
Email: jane.doe@acs-inc.com Phone / Ext : G045551212

JaneDoe

'_?"' * What is the reason for this action?

Jane iz going on & Cewmporary leswve ._|
of absencel i

Reset

Deactivate

Click on ‘Deactivate’ to process the request.

viewEditUsars

* Required Field

User JaneDoe account has been deactivated.

Marme

*Last Mame

| (o

First Mame

Ernail

User Status
[ Active

[~ Inactive

- Locked

[Roset | Searcn |
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6.7 Unlocking a User’s ID

To unlock a user’s id, select the desired user record from the User List or
conduct a Name or ID search.

If a user has locked their account, an ‘Unlock’ button will show up on the
bottom of the page.

View f Edit User

Please enter the following information about the user vou would like to edit,
User ID: SusieSmith

ser Status:  Active , Locked

MPI: 1053471151

Last Login;

Password Expires: 05/16/2010

Prefix  * Last Mame * First Marne M1 Suffix

B [Susie EER

* Phone / Ext * Ermnail
|sosssst1zzz | |susie. smith@acs-inc.com

‘9 What rales will this user have in the organization?

Available Selected

OrganizationAdministrator n Authaorized Staft

Reset Password
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Clicking on the ‘Unlock’ button will route you to the ‘Unlock User’ page.

Complete the reason for the unlocking and click on the ‘Unlock’ button.

CVm tma

Had:cald

Quick Links

© Provider Services

© provider Resources

£ EDI Support

© Documentation

0 Fag

£ DMas web Site

© change Password

€ Change Security Profile
0 add Users

£ view/Edit Users

- - Service Authorization P || Payment History

0 Unlock User gl i
* Required Field
Unlock User
User Status: Active , Locked
Last Marne: Smith First Name: Susie MI; S
Ernail:  susie.smith@acs-inc.com Phone / Ext: BO45551222
organizational Roles:  AuthorizedStaff User 1D SusieSmith

EJ * What |5 the reason for this action?

Uzer forgot password and lcu:kedl up ﬂ

account

| —

Reset | Unlock
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If the unlocking was successful, an appropriate message will be displayed.

C(/Utg Lnr;a

[ﬁadrr;ald

—_ Service Authorization » Payment Hisktqg
R

E) Provider Services * Required Field
&) Provider Resources
£ EDI Support User account is successfully unlocked for SusieSmith
g E;éumentatinn e 0
£ DMAS web Site
€ Change Password *Last Name First Mame :
vates
€y Change Security Profile I I |
& add Users Susie
& view/Edit Users Ermail
I Janel
wates
User Status wvates
[ Active
vates
C Inactive
Show
| Loclked
o
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Appendix A - Glossary of Terms

Term Definition

API

Atypical Provider Identifier — assigned by the
Commonwealth of Virginia for providers that are
not eligible for an NPI (i.e. transportation
providers)

Authorized User

The staff that is responsible for performing
provider support functions

Automated Response
System (ARS)

The Web Portal system that gives provider
organizations access to provider support
functionality such as Member Eligibility Inquiries,
Service Limit Inquiries, Claims Status Inquiries,
etc.

Navigational Tabs

Tabs on a portal page that will take the user to
other sections in the portal or bring up documents.

NPI

National Provider Identifier

Organization
Administrator
(OrgAdmin)

The person who can also establish the Authorized
User role and can reset the passwords, activate
and deactivate users and lock and unlock user IDs
for Authorized Users.

Portlets

Sections or ‘boxes’ that comprise a web portal
page

Primary Account Holder

The person who will perform the initial web
registration and will establish the security needed
to allow the access to secured provider
functionality

Provider Organization

Either an individual provider or group provider and
the user community in support of them

User

Any person that will access the Web Portal and
leverage the functionality within it
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Appendix B — Registration FAQ

Virginia Medicaid Web Portal
Web Registration
Frequently Asked Questions

Revised 06/19/2010

General Questions

How do | access the new Virginia Medicaid Web Portal?

The new Virginia Medicaid Web Portal can be accessed through the following link:
www.virginiamedicaid.dmas.virginia.gov

When will the new Virginia Medicaid Web Portal be available?

The new Virginia Medicaid Web Portal will be available for registration verification purposes (only
for those users previously registered on the First Health Web Portal) starting June 1, 2010. The
fully functional web portal will be available starting June 28, 2010 at 7 A.M.

Will the new Virginia Medicaid Web Portal have all the same functionality?

The new Virginia Medicaid Web Portal will have all of the functionality the First Health Services
Corp (FHSC) web portal contained. In the near future, the Virginia Department of Medical
Assistance Services (DMAS) will be rolling out other exciting new features such as online claims
data entry, online provider enroliment application submission and online provider profile updates.
When will the First Health Services Corp. (FHSC) web site be shut down?

The FHSC web site will no longer accept new registrations after May 25, 2010. The FHSC web
site will no longer be available for Virginia Medicaid providers as of June 27, 2010.

What if I’'m an existing FHSC web portal user and my password expires or is forgotten
after the cutoff for new registrations? Can | still get it reset?

Yes, the FHSC web site will be available until June 28, 2010. During that time if your password
expires or needs to be reset, you can continue to change your password or the FHSC Help Desk

will continue to be able to reset passwords.

New users will no longer be able to register after May 25, 2010.
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With the new portal, is there a new security hierarchy?

Yes. Where the FHSC web portal was user centric, the new Virginia Medicaid Web Portal is
provider centric. The provider centric security will allow for the security level needed for the
current functionality but for the additional security needed for future planned functionality. See
‘Establishing a User Organization’ FAQ Section — ‘Security Roles’ for additional information on
the security roles.

If | forget my password then who should | contact to have my password reset?

On the Virginia Medicaid Web Portal — Provider Login Page there is a ‘Login’ portlet. At the
bottom of that portlet, click on the link labeled “Forgot My Password". The link will direct you to
the three security questions submitted during the creation of your Security Profile. (See
‘Establishing a Security Profile’ FAQ Section). You will be required to answer all three security
questions correctly. Enter your User ID then select continue. Your password will be emailed to
the email address in your user profile; the email address entered when registering. (See
‘Establishing a User Profile’ FAQ Section — Completing the User Profile’).

If | forget my User ID what do | need to do to retrieve my User ID?

On the Virginia Medicaid Web Portal — Provider Login Page there is a ‘Login’ portlet. At the
bottom of that portlet, click on the link labeled "Forgot User Name". The link will direct you to the
three security questions submitted during the creation of your Security Profile. (See ‘Establishing
a Security Profile’ FAQ Section). You will be required to answer all three security questions
correctly. Enter your Email Address (previously entered in your profile when you registered, then
select continue. Your User ID will be emailed to your email address. (See ‘Establishing a User
Profile’ FAQ Section — Completing the User Profile’).
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Getting Started

Converted UAC Users

Has my information been converted from the First Health UAC?

Yes. All active user records existing in First Health’s UAC have been converted over to the
Virginia Medicaid Web Portal’s user table.

Letters have been issued to the provider or group provider administrator detailing the converted
users associated with the provider. The letter details the converted User IDs and temporary
passwords associated with each.

I am a user of the FHSC web site but did not receive a notice of change. What do | do?
Please contact the ACS Help Desk (toll free) at 866-352-0496. Contact information can also be
located via the ‘Contact Us’ link on the portal (upper right corner of each portal page).

How do I log in to the new Virginia Medicaid Web Portal?

The new Virginia Medicaid Web Portal can be accessed through the following link:
www.virginiamedicaid.dmas.virginia.gov

Once you’ve accessed the portal, choose ‘Providers’ from the ‘Login’ portlet on the portal’'s Home
Page (lower right corner)

On the Provider Login page, enter the User ID and temporary password associated with the
provider or group you wish to inquire upon.

If this is the initial time for logging in with this User ID and temporary password, you’ll immediately
be requested to change your password, based on the requirements for the establishing a
password. See ‘Establishing a User Profile’ FAQ Section — ‘Creating a Password’.

What if I'm a converted user from the First Health portal and cannot access the portal
using my User ID and temporary Password?

If you're a previously registered user of the First Health Web Portal and are having issues with
the User ID or temporary password sent to your associated provider (or group provider
administrator), please contact the ACS Help Desk (toll free) at 866-352-0496. Contact
information can also be located via the ‘Contact Us’ link on the portal (upper right corner of each
portal page). Please have your NPI, User ID and temporary password available. You will NOT be
asked for your password.

How was my User ID assigned?
For users previously registered on the First Health portal, the UAC record(s) have been
converted. Letters have been issued to the provider or group provider administrator detailing the

converted users associated with the provider. The letter details the converted User IDs and
temporary passwords associated with each. The user will need to log in to the portal by entering

79 of 90


http://www.virginiamedicaid.dmas.virginia.gov/

Web Portal - Provider Registration Users Guide

the User ID and temporary password from the letter. Upon successful log in, the user will be
immediately requested to reset their password, in conformance with the password criteria, as well
as complete the set up of their User and Security profiles. See ‘Establishing a User Profile’ FAQ
Section — ‘Creating a Password’.

How was my password assigned?

For portal users that were previously registered on the First Health web portal, the user will need
to log in to the portal by entering the User ID and temporary password from the letter recently
sent to the user’s associated provider. Upon entry of this initial password, the user will be
requested to immediately change their password, in conformance with the password criteria.
See ‘Establishing a User Profile’ FAQ Section — ‘Creating a Password’.

How long is my temporary password valid?
It will be valid for 3 months

For users that were previously registered with the First Health web portal, your temporary
password, sent in a letter to your associated provider (or group provider administrator) is valid
from June 1 at 7 A.M. until the time you complete registration. At that time, you will be required to
establish a new password in conformance with the password requirements (see ‘Establishing a
User Profile’ FAQ Section — ‘Creating a Password’ for more details). If you do not register by
September 30, 2010, your temporary password will expire and you will need to re-register.

I have to complete a User Profile and establish a Security Profile. What are these and why
do | need them?

The User Profile is part of the registration process and contains the following information. All
information available in the First Health UAC has been converted. Any information that is
required (noted with an asterisk *) will need to be supplied by you at the initial login.

Associated NPI
User ID *

NPI's FEIN
Password *

First Name *
Middle Initial
Last Name *
Phone Number *
Extension
Preferred email *

The Security Profile contains three (3) security questions. Completion of three questions is
required. This information is used in assistance with forgotten User IDs or passwords.

For more information, please see ‘Establishing A User Profile’ and ‘Establishing a Security Profile’
FAQ Sections
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I’'m associated to multiple providers in the current UAC. On the conversion letters sent to
those providers, my User ID was converted to multiple User IDs. Why?

Where the FHSC web portal was user centric, the new Virginia Medicaid Web Portal is provider
centric. The provider centric security will allow for the security level needed for the current
functionality but for the additional security needed for future planned functionality.

With the current FHSC web portal functionality a single User ID can be used for one-to-many
associated providers (NPI). With the new Web Portal, each provider organization (a single
provider or group provider) will require a unique User ID.

During the conversion process, if you were associated to multiple providers in the UAC your User
ID was made unique by the addition of a hyphen and single digit number. For instance the UAC
User ID ‘JDoe’ associated with three individual providers would now have ‘JDoe’, ‘JDoe-1’ and
‘JDoe-2’. Each of these User IDs will be uniquely associated with a single provider NPI.

I’'m currently a delegated or local admin for my provider(s). How was this converted?

Each provider organization will have one (1) Primary Account Holder and one-to-many
Organization Administrator(s). Delegated and Local Administrators in the UAC with managed
users have been converted to Organization Administrators in the new portal. If the provider
organization had only one Delegated (or Local) Administrator, that user has been converted to
the Primary Account Holder. If there were multiple DelAdmins for a provider organization then
the selection as to who is to be designated as the Primary Account Holder will need to be made in
writing. See ‘Establishing a User Organization’ FAQ Section — ‘Security Roles’ for more
information.

First Time Users

I’m an enrolled provider, or user associated to an enrolled provider, who has never
registered with the Virginia Medicaid Web Portal. What is involved in the registration
process?

To take advantage of the portal, you or your designated Primary Account Holder, will need to
register and request the generation of a Security ID. A Security ID is used to authenticate you as
the provider or Primary Account Holder.

As a new user you will need to complete the following steps:
1. Establish a User ID, password and security profile
2. Initiate the authentication process
3. Complete identity authentication with the Security ID generated
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As a user trying to register with the Virginia Medicaid Web Portal, how do | start?

To begin the registration process, please access the portal at
www.virginiamedicaid.dmas.virginia.gov .

On the portal home page select ‘Provider’ from the Login portlet. You'll be directed to the
Provider Login page where you’ll see the ‘First Time User Registration’ portlet. Click on ‘Register’
to begin the registration process.

As part of this process, you'll be directed through the creation of a user and security profile. The
user profile will help you to create a User ID and password. See ‘Establishing a User Profile’ FAQ
Section.

The Security Profile will request the completion of three (3) questions. These will be needed in
order to assist you should you forget your User ID or password in the future. See ‘Establishing a
Security Profile’ FAQ Section — ‘Creating Security Questions’.

After completing your profile, if you are the designated Primary Account Holder, you may request
the generation of a Security ID. This Security ID will be sent to you as the provider of record.

Applying the Security ID to your security profile will complete the authentication process and
establish your access to your secured provider functions. See ‘Establishing a Security Profile’
FAQ Section — ‘Requesting and Applying a Security ID’.

You will also be able to leverage the portal to establish a user organization, enabling the addition
of Organization Administrators and Authorized Staff as needed to support your organizational
needs. See ‘Establishing a User Organization’ FAQ Section

How is my User ID assigned?

For the first time portal user, the User ID is determined and entered by the user at the time of
registration, in conformance with the User ID criteria. (See ‘Establishing a User Profile’ FAQ
Section — ‘Creating a User ID’)

How is my password assigned?

For the first time portal user the password is determined and entered by the user at the time of
registration, in conformance with the password criteria. (See ‘Establishing a User Profile’ FAQ
Section — ‘Creating a Password’)

| have to complete a User Profile and establish a Security Profile. What are these and why
do | need them?

The User Profile is part of the registration process and contains the following information. Any
information that is required (noted with an asterisk *) will need to be supplied by you at the initial
login.

Associated NPI
User ID *

NPI's FEIN
Password *
First Name *
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Middle Initial
Last Name *
Phone Number *
Extension
Preferred email *

The Security Profile contains three (3) security questions. Completion of three questions is
required. This information is used in assistance with forgotten User IDs or passwords.

For more information, please see ‘Establishing A User Profile’ and ‘Establishing a Security Profile’
FAQ Sections

I’'m a designated Primary Account Holder for my provider organization. | need to request a
Security ID in order to complete my authentication process and gain access to secured
provider functionality. What is a Security ID?

A Security ID is a mechanism for authenticating the Primary Account Holder with the associated
provider.

To initiate the authentication process, you will complete the registration and then request a
Security ID. See ‘Establishing a Security Profile’ FAQ Section — ‘Requesting and Applying a
Security ID’

The Security ID will be mailed to the provider (or group administrator) of record. Once received,
you will apply the Security ID to complete the authentication. . See ‘Establishing a Security
Profile’ FAQ Section — ‘Requesting and Applying a Security ID’

Once validated you will have access to secured provider functionality such as:
e  Member Eligibility

Member Service Limits

Claims Status

Service Authorization

Payment History

I’'m a designated Primary Account Holder for my provider organization. How do | establish
my user organization?

The Primary Account Holder will be able to establish the provider organization, setting users up
as either Organization Administrators or Authorized Staff. Organization Administrators will be
able to set up Authorized Staff.

See ‘Establishing a User Organization’ FAQ Section for more details.
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Establishing a User Profile

Creatina a User ID

Is a User ID required for initial registration on the Web Portal?

Yes, you must create a User ID to log in to the Web Portal.

How do | get a User ID?

For an already established organization, the Primary Account Holder and OrgAdmin for your
organization have the authority to establish User IDs.

For a designated Primary Account Holder, you will need to create your User ID at the time of
initial registration.

What are the criteria for creating a User ID?

The User ID must be a minimum of 6 characters and a maximum of 16 characters. It can include

hyphens, underscores or periods. The User ID can not start with special characters nor can it
contain spaces.

Creating a Password

How was my password assigned?

If you're the designed Primary Account Holder for your provider organization, the first time you
access the portal, you will create the password in conformance with the password criteria.

If you're not the designated Primary Account Holder for your organization, you will need to get
your initial password from your Primary Account Holder or Organization Administrator. Upon your
initial access to the portal, you will be immediately directed to change your password.

What are the criteria for creating a password?

The portal password must be a minimum of 8 characters and must include three (3) of the
following four (4) requirements:

Capital/Upper case letter
Lower case letter

Number

Special character (!, $, #, %)

How often will | be required to change my password?

Passwords will need to be changed every 42 days.
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Completina the User Profile

Do | need a NPI or a API to register?

No, a NPI or APl is not required at the time of initial registration. An API or NPl is required at the
time a Security ID is requested. If the NPI/API is known at the time of registration, it is
recommended that it be entered at that time.

Is a SSN or FEIN required to registers on the Web Portal?

An FEIN/SSN is an optional field available to the Primary Account Holder at the time of
registration.

The Security ID that is furnished as part of the authentication process will be used, along with the
FEIN/SSN, your User ID and the API/NPI for initial security authentication. No other users for
your organization will need this information.

What is the length of the SSN/FEIN field?

This field must be 9 digits in length

What is the maximum length of the characters allowed for my first name?

The maximum number of characters allowed is 25.

Is the first name field required for registration to the Web Portal?

Yes, this is a required field.

What is the maximum length of the characters allowed for my last name?

The maximum number of characters allowed is 25.

Is the last name field required for registration to the Web Portal?

Yes, this is a required field.

What format do | use to enter the telephone number?

You must enter 10 digits (area code and phone number) with no spaces or hyphens.
Do | have to have an email address to register?

Yes, an email address is required. The email address is utilized to send users temporary
passwords and to send users their forgotten User IDs.
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Establishing a Security Profile

Creatina Security Questions

There are three security questions listed in the Security Profile. Do | need to pick a
question from each security drop down list?

Yes, you need to choose a security question from each of the three columns. The same
questions appear in each security question drop down. You are required to pick one question
from each security question drop down for a total of three questions. You may not choose the
same question previously chosen in another security question.

These security questions will be utilized in assisting you with a forgotten User ID or password.

Requestina and Applving a Security ID

Why do | need to request a Security ID?

As the designated Primary Account Holder for your organization, you will need to initiate and
complete the authentication process with the use of a Security ID. Requesting and applying a
Security ID is a one time process to be completed only by the Primary Account Holder.

Do all users need to request a Security ID?

No, requesting and applying a Security ID is a one time process needed only to authenticate the
Primary Account Holder.

How do | request a Security ID?

To request a Security ID, complete the initial registration process. From the Provider Welcome
page, click on ‘Request Security ID’ from the Quick Links on the left.

Your security profile will be presented along with two new fields associated with the Security ID.
Check the ‘Generate Security ID’ box. The Security ID will be generated and mailed to the
provider or administrator (if a group provider) associated with your User ID from the registration
process. For more complete instructions, please refer to Web Registration Reference Material
under the Provider Resources tab.

While awaiting receipt of the Security ID, the Primary Account Holder can begin to establish the
organization. Once the Security ID is applied, it will be associated with all users. See
‘Establishing a User Organization’ FAQ Section — ‘Adding/Modifying Users’.

If you’re a new user associated with a provider not currently enrolled in the Virginia Medicaid
Program, you will need to wait for provider enroliment approval to request a Security ID.
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Who receives the Security ID?

The Security ID is mailed to the provider or group administrator of record for the user’s associated
NPI/API.

How do | apply the Security ID?

Upon receipt of the Security ID from your provider or group administrator, you will need to apply
the Security ID. To apply the Security ID, from the Provider Welcome page, click on ‘Apply
Security ID’ from the Quick Links on the left. Your security profile will be presented along with the
two fields associated with the Security ID. Enter the Security ID in the appropriate field. For
more complete instructions, please refer to Web Registration Reference Material under the
Provider Resources tab.

After the Security ID is applied, user authentication will be completed. Once authenticated, the
Security ID will be associated to the Primary Account Holder and any previously established
users within the organization. The Primary Account Holder or Organization Administrator can
continue to establish their user organization.
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Establishing a User Organization

Security Roles

What roles are part of the new Virginia Medicaid Web Portal?
The new Virginia Medicaid Portal has three (3) security roles currently established.

e Primary Account Holder
e Organization Administrator (OrgAdmin)
e Authorized Staff

What is a Primary Account Holder?

A Primary Account Holder is the person who will perform the initial web registration. He/she will
establish the security needed to allow the access to secured provider functionality (i.e. ARS
functions). The Primary Account Holder can also establish the Organization Administrator
(OrgAdmin) and Authorized User roles. The Primary Account Holder can reset the passwords,
lock and unlock users for OrgAdmins or Authorized Users.

What do we do if our Primary Account Holder is no longer associated with our
organization?

If your Primary Account Holder is no longer associated at your Organization or has moved to
another department please contact the ACS Help Desk. For Help Desk information, click on the
Contact Us link placed at the right corner of the Provider log in page.

How do we change our Primary Account Holder?

Any change to the Primary Account Holder must be made in writing by the provider of record (for
individual providers) or the administrator of record (for groups). The request will need to go to the
ACS Help Desk. For Help Desk information, click on the Contact Us link placed at the right
corner of the Provider log in page

I’m a user of the First Health web site and received a notice indicating that | need to set up
a Primary Account Holder — how do | do that?

The Primary Account Holder can only be established by ACS. Primary Account Holder requests
must be made in writing by the provider of record (for individual providers) or the administrator of
record (for groups). The request will need to go to the ACS Help Desk. For Help Desk
information, click on the Contact Us link placed at the right corner of the Provider log in page

What is an Organization Administrator?

The OrgAdmin can also establish the Authorized User role. He/she can reset the passwords,
lock and unlock User IDs for Authorized Users.
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Who can be set up as an OrgAdmin?

The Primary Account Holder can establish the OrgAdmin role for an organization.

What is an Authorized Staff?

The staff that is responsible for performing Automated Response System (ARS) functions such
as Member Eligibility Inquiries, Service Limit Inquiries, Claims Status Inquiries, etc.

Addina and Modifvina Users

Who can add or modify users for my organization?

Only Primary Account Holders can add Organization Administrators. Both Primary Account
Holders and Organization Administrators can add Authorized Staff.

How do | add a user?

To add a user to your organization, from the Provider Welcome page, click on ‘Add User’ from the
Quick Links on the left.

Establish a User ID for the staff member. The User ID must conform to the User ID requirements.
See ‘Establishing a User Profile’ FAQ Section — ‘Creating a User ID’ for User ID requirements.

Complete the following required user information:
Last Name

e First Name

e Phone Number

e Emall

Establish a temporary password for the staff member. The password must conform to the
password requirements. See ‘Establishing a User Profile’ FAQ Section — ‘Creating a Password’
for password requirements.

Choose the user’s role within the organization. Your role will determine what available roles are
displayed. A Primary Account Holder will see both Authorized Staff and Organization
Administrator options where an OrgAdmin will only see Authorized Staff as a role.

Note: The User ID and Password created during this process will NOT be emailed to the new
user. The Primary Account Holder must provide the staff member with the User ID and Password
created.

How do | modify a previously established user?

To modify a user’s information, including resetting their password, changing a user’s role,
deactivating or activating a user or unlocking a user who'’s exceeded their log in tries.

From the Provider Welcome page, click on ‘View/Edit User’ from the Quick Links on the left.
Select desired user from list or search for the desired user based on User ID or name.
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If | want to change role assignments, do | just call the ACS Help Desk?
There are several ways to learn how to change role assignments.
e Self- Help Methods

o Web Registration Tutorial

o Web Registration User Guide

o Web Registration Quick Reference Guide

All of these can be located on the portal under the Provider Resources tab — Web Registration
Reference Material link

e Contact the ACS Help Desk

If you have the necessary authority to make the change, the ACS Help Desk will take the user
through the role modification procedure.

If you do not have the necessary role authority to make the change, ACS will not make any role
changes without written authorization from the provider entity authorizing the change.

ACS will retain this authorization for audit purposes. Please submit written authorization to ACS
via mail (USPS), email or fax to ACS.
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